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0.5 Scope 
To deliver the overall picture of the IoT platform market, present the current state-of-the-
art in IoT platforms and select the leading ones to be used in the ACTIVAGE project, with 
the goal to build a secure and flexible interoperability layer. 
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1 Executive Summary 
This deliverable contains a report on the most popular currently available Internet of Things 
(IoT) platforms and their characteristics. After an introduction to the concepts and the 
potential of Internet of Things, an overview of the main characteristics of IoT platforms is 
presented. Details about the IoT platforms architectures and main functionalities are 
provided, followed by an overview of the European IoT platform market. After these 
introductory sections, a review of the state-of-the-art IoT platforms is provided. The 
presented IoT platforms are categorized based on the IoT architecture layers they focus on. 
Based on this review, the IoT platforms used in the ACTIVAGE project are selected and 
presented in detail. 
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2 Introduction 
As the world of machine-to-machine (M2M) communication is moving from vertical, single 
purpose solutions to multi-purpose and collaborative applications, the Internet of Things 
(IoT) transforms businesses, economies and society. 

Internet of Things has been identified as one of the emerging technologies in IT as noted in 
Gartner’s IT Hype Cycle (Figure 1). A Hype Cycle is a way to represent the emergence, 
adoption, maturity, and impact on applications of specific technologies. It has been 
forecasted that IoT is currently at the “peak of inflated expectations and it will take 5–10 
years for market adoption. The innovative technology of IoT creates a new industrial era by 
reforming the relations between products and services as well as between industrial sectors.  

 

Figure 1. Gartner 2016 Hype Cycle of emerging technologies. 

Describing the market size and the growth covered by IoT platforms worldwide, they reached 
$298M in 2015 with an estimated compound annual growth rate CAGR of 33%, making IoT 
platforms one of the fastest growing segments, even within the IoT market and forecast to 
become a $1.6B opportunity by 2021. The depiction of the IoT market growth is represented 
in Figure 2. The market analysis was conducted by IoT Analytics and was released in 
January 2016. 

Increasingly complex IoT solutions require more advanced communication systems placing 
IoT platforms as the principal element in the overall IoT infrastructure. To date, IoT platforms 
are one of the fastest growing technology markets in the world. 

Internet-of-Things (IoT) platform is a set of functionalities built within complex ecosystem that 
enables connection to machines, devices, software and people. The platform forms a solid 
architecture to build IoT applications. 
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Figure 2. IoT platform market size forecast 2015 – 2021. 

According to the Internet of Things (IoT) Platform Market Report 2017-2022, there are more 
than 360 platforms on the market developed for the purpose of supporting and enabling IoT 
solutions but the 8 leading companies are listing bellow: 

 

Amazon Web Services (AWS) IoT/2lemetry 
 

 

Arrayent Inc 
 

 

Cisco IoT 
 

 

GE Predix 
 

 

IBM Watson IoT 
 

 

Oracle 
 

 

PTC Inc 
 

 

Red Hat Inc 
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2.1 Purpose and structure 
This report aims on describe the current state of market for the IoT platforms and evaluate 
the platforms that will be used within ACTIVAGE. The deliverable focuses on the core 
features while additionally it elaborates further the European market of the IoT platforms 
based on their technologies. More specifically, it discusses the following regarding IoT 
platforms: 

 functional characteristics 

 main features 

 layers and categorization 

 deep analysis of the leaders 

 successful and reusable assets 

The report is structured in four main parts. The first part is related to the basement IoT 
platform analysis. It discusses the main characteristics of the platforms focusing on their 
Levels of Architecture. Additionally, software and hardware associated to their operation are 
categorized based on the Architecture Levels and the most significant are represented. 

The second part is describing the categorization types of the IoT platforms and architecture 
layer categorization is selected to be implemented in the current list of the IoT platforms. 
Through their comparison a holistic overview of their orientation is committed and the leader 
platforms are selected for further analysis 

The platforms that are identified as the most significant based on their multilayer 
categorization, and will be used in ACTIVAGE, are forming the third part. The platform 
description, the platform mapping to the ACTIVAGE IoT Ecosystem Suite and issues 
regarding openness and maturity are the main features discussed for each platform. 

The goal of this analysis and evaluation is to recognize the reusable assets of each 
ACTIVAGE platform. The final part of the deliverable is related to these reusable assets. 
Assets are parts of the platform development life cycle and include algorithms, software 
components, test suites, designs and documentation that can be reused almost unchanged 
to other platforms. Identifying and utilizing the reusable assets of each IoT platform will 
assist in the implementation of the ACTIVAGE components of WP3-5. 

2.2 Target Audience 
The target audience of the deliverable is divided into different categories related with the 
evolution of IoT platforms. The different stakeholders could be government bodies and 
institutions, companies that create associated software and hardware, companies and start-
ups that develop IoT platforms, other IoT European Platform Initiative projects, the European 
Commission and end-users that want to use IoT platforms. 

Regarding the deliverable content aims to inform all the aforementioned stakeholders about 
the current market state and the IoT platforms’ features. Additionally suggests the market 
leaders and analyses in depth the technical characteristics of their functionality supporting 
their implementation by the different audience category.  

More specifically, concerning the companies, start-ups and end-users that wish to develop or 
implement an IoT platform, this deliverable could efficiently guide them into a case-suitable 
selection. The document describes the general market tendency and creates a platform 
benchmarking. Leader platforms are analysed by defining the devices and applications 
involved the cloud technology and the software for data management and analysis.  
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To IoT European Platform Initiative projects and European Commission, the deliverable offer 
a survey of the currently popular IoT platforms and presents the innovative technologies 
correlated to market leaders, current patterns and trends and existing gaps. Through the 
survey they can rethink and improve their strategy to conform to current technology and 
market standards. 
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3 Overview of IoT platforms 
The idea of an Internet-of-Things (IoT) platform is to provide the intelligent environment that 
interconnects the physical world with the digital world. Rephrasing, IoT platform (IoT 
middleware) is an integrated physical/virtual entity system that enables the communication 
between the machines and devices and then the acquisition, processing, transformation, 
organization and storing machine and the sensor data [1]. 

The IoT platform employs various applications and components to provide fully interoperable 
IoT services and management of those. This includes, networks, IoT environments, IoT 
devices (sensors, controllers, actuators, tags and tag readers, gateways) and the attached 
physical devices, IoT operations and management, and external connectivity with suppliers, 
markets and temporary stakeholders of the IoT system [2]. Five types of platforms exist 
currently and they are summarized in 3. 

 

 

Figure 3. Internet of things platform categories. 

The IoT platform either contains, or interacts with a collection of domains summarized in 
Figure 4: 
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Figure 4. IoT components. 

The IoT platform itself can be located in the cloud, located on premise or involve a 
combination of both. Cloud-based IoT platforms are significant as they are user based and 
have successful record of exploitation. Through their design they can offer flexibility by the 
implementation in different contexts, holistic usability by all possible users and productivity 
as they use efficiently all the types of available services. Additional services of the IoT 
platform can include resource interchanges to enable access to resources outside of the IoT 
system, network services, cloud integration services and many other services as defined by 
the individual platform provider. Summarizing the components, the functionality of IoT 
platforms is illustrated in Figure 5. 

 

 

Figure 5. IoT platform levels. 

The IoT platform components ensures that the communication between the device and the 
output accomplishes, that data is collected and formatted correctly and functions such as 
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remote updates and access are facilitated. Every Level of IoT platform utilizes a group of 
elements to deliver efficiently the proper output to the next Level of operations. More 
explicitly,  

 Device Level (Data Generations & Collection). At this Level the data are generated 
through various IoT sources. It constitutes the logic consolidation process, the 
service operations and the data standardization. As the data are originated from 
different type of sources they variate in format and periodicity. Subsequently they 
have various security, privacy, and quality requirements. Moreover the sizes of the 
data concerning sensors are most of the types, more than the actual measure. To 
deal with that, filtering techniques are established to the current Level in order to filter 
the important information. Integrated Development Environments (Java, HTML5), IoT 
data model and execution engine, Workflow and business logic modeller, mobile 
applications, search applications and security/ authentication systems are some 
features forming this Level.  
 

 Connectivity Level (Communication Technologies). This Level includes all the 
hardware and software within network and enterprise that facilitates any type of 
connection with the cloud. The communication between sensors and from sensors to 
relay nodes can occur through ZigBee technology Then Internet using various 
network infrastructure technologies, such as Wi-Fi, WiMAX, LTE, 3G, etc. facilitate 
the communication. Ethernet is used between various analysis servers. M2M/Data 
acquisition, Device Management, Complex event processing, Condition based 
Monitoring, Data transport and security/ authentication systems are some additional 
systems utilized by the Connectivity Level. A figurative representation of the present 
communication standards is shown in Figure 6. 

 

 

Figure 6. Connectivity standards [3]. 

 Cloud Level (Data Management and Processing) is the virtualised and optimised 
hosting where the data is sent from the device and where it should be formatted for 
data processing (data management, data analytics, etc.). It also facilitates remote 
device management and removes software updates. 
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Regarding Cloud computing, it has a pivotal role in the IoT platform structure. The 
development of new trends like “Infrastructure as a Service” (IaaS), “Platform as a 
Service” (PaaS) and “Application as Service” (AaaS) contributed on reducing cost of 
ownership and management of associates resources, on increasing the market 
competiveness, and on enabling provisioning of new services. With the virtualization 
of information being the main object of the IoT platforms, associated devices send 
and receive data interacting with the network where the data is transmitted, 
normalized and filtered using Edge and Fog computing. Edge and Fog computing are 
the key elements for the hardware connectivity platforms and are utilized to connect, 
communicate and programme edge devices or data not included in the datacentre. A 
secure interoperable frame of data management is created across all the correlated 
elements. Using the capabilities of the aforementioned technology, data are 
transferred in storage where in storage where they are accessible to people and 
analytic applications 

 
The intelligence of edge computing relying on their capability to share and annotate 
data, to help out decision making and to filter data at the edge of the IoT platform 
architecture by prioritize them. This process of edge computing creates the group of 
“smart data” that are transferred in the cloud for further processing. The scope of 
edge intelligence is to establish a communication protocol between devices that is 
filtering by quality and transfers only the proper information. To efficiently implement 
Edge Cloud/ Fog they should held the following features: 

 Low latency and location awareness 
 Wide-spread geographical distribution 
 Mobility 
 Very large number of nodes 
 Predominant role of wireless access 
 Strong presence of streaming and real time applications 
 Heterogeneity 

The communication protocol into the IoT Cloud Level of the platform is represented 
in Figure 7Error! Reference source not found.. 
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Figure 7. Internet of Things cloud level communication (source: IBM). 

 Finally, Application Level (Data Interpretation) is where the output should be send. 
This level includes smart devices, sensors, different type of smart components, 
mobile apps or an internal system and forms that the data will be sent.Additionally 
the Level includes the use of statistical and optimization tools to refine, monitor, and 
analyse structured and unstructured data for enabling different services. At this level 
methods and algorithms for Bid Data management, collection and annotation are 
established. Their main objective is the self-Organization and self-Management 
towards the evolution of IoT. Statistical Programming, Text and data mining, Image 
and video processing, Predictive models, Machine and Deep learning algorithms, 
Optimizing and Simulation and Visual analytics are some significant examples of 
data formation. 

 
There are many types of technologies able to serve the need of the different Levels in the 
architecture of the IoT platforms. Some of the standards and technologies are open-source 
and popular, for different parts of the IoT stack from embedded sensors to analytics. Those 
standards and technologies are summarized and presented in Figure 8. 
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Figure 8. Technologies by level of IoT platform. 

 

3.1 IoT Labelling 
IoT platforms can be labelled into different categories according to the following 
categorizations rules: 

 Based on their commercialization into 2 Classes: Proprietary or Open source  
Proprietary: is an IoT platform that publisher retains intellectual property rights source 
code, and patent rights and the users should follow the distribution limits 
Open source: is an IoT with available source code. The license usually provides the 
rights to study, change, and distribute the IoT assets to anyone and for any purpose 
 

 Based on their entrepreneurship into 2 Classes: Start-ups / SME and Multination 
A Start-up/SME IoT is a platform released by entrepreneurs that follow these types of 
business models. 
Multination IoT is a platform released by entrepreneurs that owns or controls 
production of IoTs from one or more countries other than the origin country. 
 

 Based on their main feature into 3Classes: Cloud, Industry, Device and 
Communication 
Cloud-centric includes all IoT platforms that has cloud gateway that provide 
endpoints for device connectivity and facilitates bidirectional communication with the 
backend system. 
Industry-centric includes IoT platforms that its’ development is driven by large 
manufacturing companies. 
Device –centric include the IoT platforms that are driven by the devices existing in 
the network. 
Communication–centric include the IoT platforms that facilitate the data exchange 
into formats that facilitate the system communication 
 

 Based on their architecture into 8 Class-Layers: 
1st Layer: Physical Layer, includes IoT platforms focused on operating systems, 
modules and drivers, and MPU / MCU (microprocessor/microcontroller) 
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2nd Layer: Network includes IoT platforms focused on connectivity network/ modules 
and edge gateway (HW based) 
3rd Layer: Processing includes IoT platforms focused on device management and 
edge analytics 
4th Layer: Storage includes IoT platforms focused on storage/database 
5th Layer: Abstraction includes IoT platforms focused on basic analytics and event 
and action management 
6th Layer: Service includes IoT platforms focused on service orchestration and 
advanced analytics 
7th Layer: Application includes IoT platforms focused on visualization and 
development environment 
8th Layer: Collaboration includes IoT platforms focused on business system 
integration 
 

 

3.2 IoT Layer Architecture 
As was analytically described by Vermesan O. & Friess P. [5]and afterwards by the Report 
on IoT platform activities (Deliverable D03.01) of the H2020 – UNIFY-IoT[4] Project, there 
are eight layers forming the IoT platform architecture and are summarized in Figure 9. 

 

 

Figure 9. IoT architecture layers. 

Additionally, the components that synthesize the IoT layered architecture approach are 
presented in Figure 10. 
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Figure 10. IoT platforms components. 

3.2.1 Functional components of IoT platforms 
IoT platforms provide the ability on creating application and services in a structure 
environment that is formed by functional components. The proven existing blocks are usually 
common and repeated across many IoT applications and services. This IoT platform feature 
contributes to the development cycle and time to market while reduces the overall cost of the 
IoT implementation. The set of functional components that are related to the IoT platforms 
are summarized in Figure 11.  

As was described earlier the IoT platform is a middleware that provides services to devices 
and applications located to the IoT network and enables system connectivity. Subsequently 
an end-to-end IoT platform consists of eight important architectural building blocks for 
applications development and service enablement. 

Connectivity & normalization: eliminates the heterogeneous data as it brings different 
protocols and different data formats into one software interface ensuring accurate data 
streaming and interaction with all devices. 

Device management: ensures the connected the network devices are working properly, 
seamlessly running patches and updates for software and applications running on the device 
or edge gateways. 

Data Storage: scalable storage of device data brings the requirements for hybrid cloud-
based databases to a new level in terms of data volume, variety, velocity and veracity. 

Processing & action management: brings data to life with rule-based event-action-triggers 
enabling execution of intelligent actions based on specific sensor data. 
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Analytics: performs a range of complex analysis from basic data clustering and deep 
machine learning to predictive analytics extracting the most value out of the IoT data-stream. 

 

 

Figure 11. Functional components of IoT platforms [6]. 

Visualization: enables humans to see patterns and observe trends from visualization 
dashboards where data is vividly portrayed through line-, stacked-, or pie charts, 2D- or even 
3D-models. 

Additional tools: allow IoT developers prototype, test and market the IoT use case creating 
platform ecosystem apps for visualizing, managing and controlling connected devices. 

External interfaces: integrate with 3rd-party systems and the rest of the wider IT-ecosystem 
via built-in application programming interfaces (API), software development kits (SDK), and 
gateways. 
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4 An overview of the European IoT platform 
market 

4.1 Global IoT market 
The rapid growth of urbanization across the globe is changing the way of using devices and 
things present. This growing trend enabled the need of devices and application connectivity 
and this is one of the major factors which are anticipated the positive growth of internet of 
things market globally. 

 

Figure 12. Global IoT Market Revenue Share (%), 2015 (source: Research Nester). 

The global internet of things (IoT) market reached USD 598.2 Billion in 2015 and the market 
is expected to reach USD 724.2 Billion by 2023. Further, the market is projected to register a 
CAGR of 13.2% during the forecast period 2016-2023 globally. 
 
The most significant growth is expected from Asia-Pacific in the next years as they hold the 
biggest electronic consumer population. The market of Asia-Pacific region acquired 36% of 
the global revenue share in 2015 and the market is anticipated to grow at a CAGR of 10.2% 
during the forecast period i.e. 2016-2023. Moving to other geographic areas, the North-
America will be constant while Europe is expected to generate more revenue and will jump 
from 12.2% in 2015 to 20.2% by 2023[7]. 
 
IoT is utilized to connect all the smart objects over an integrated network through internet. 
The number of connected IoT (Internet of Things) devices, sensors and actuators will reach 
over 46 billion in 2021[8].This enables end-users to control and monitor connected devices 
and process in real-time. Gartner estimates that 4 billion connected things will be in use in 
the consumer sector in 2016, and will reach 13.5 billion in 2020. 
 
Over the next five years, global IP networks will support up to 10 billion new devices and 
connections, increasing from 16.3 billion in 2015 to 26.3 billion by 2020. There are projected 
to be 3.4 devices and connections per capita by 2020—up from 2.2 per capita in 2015. 
 
Globally, M2M connections are calculated to grow nearly three-fold from 4.9 billion in 2015 to 
12.2 billion by 2020, representing nearly half (46 percent) of total connected devices. 
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Connected home M2M connections will increase from 2.4 billion in 2015 to 5.8 billion in 
2020, accounting for nearly half of total M2M connections worldwide [9]. 

4.2 Europe IoT Market 
Europe has a good market share in the Global IoT market due to high awareness. As was 
described above Europe is expected to generate more revenue and will jump from 12.2% in 
2015 to 20.2% by 2023. Increasing adoption of advanced devices and implementation on 
healthcare IT are expected to drive the demand for internet of things in near future. 

As described in the Report on IoT platform activities of the UNIFY-IoT, 2013 marked the year 
of the biggest growth of the IoT platforms both for the Worldwide and European market. 
While in 2009 the most relevant companies in the IoT platform markets were SMEs, the 
growth is due to the creation of many IoT platform start-ups. In the European context during 
the establishing period of the IoT platforms market, Open Source Project are also playing a 
pivotal role. The 50% of the Open Source Project are described by IoT Analytics as 
European based. 

As Europe leads in both productivity and innovation in a number of industries, a thriving IoT 
ecosystem could be generated. The competitiveness of various European industries against 
IoT’s importance for each industry is shown in Figure 13. The positioning of the industries on 
the Y-axis is based on the financial-impact assessment. That is combined with a qualitative 
assessment of the importance of IoT to an industry’s efficiency, product and service 
innovation, customer interaction, and value chain. 

 

Figure 13. Competitiveness of various European industries in the IoT market (source: A.T. Kearney 
analysis). 
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5 State-of-the-art in IoT platforms 
The current chapter aims on analysing the existing platforms and discuss their functional 
characteristics. According to market there are over 300 IoT platforms. Due to the fact that it 
is impossible to analyse all of them, a categorization was committed based on their layer 
orientation. The layers are the IoT architecture layers that were described in Chapter 3. The 
categorization coupled with the layer analysis was utilized to determine the leading IoT 
platforms that will be used in the ACTIVAGE project and are analysed in detail in Chapter 6. 
The leaders were pointed out based on a rating feature. The rating feature created an overall 
score for each IoT platform according to their layers. One additional characteristic that was 
added to the analysis was the platform availability. 

The analysis presented hereby was based on the analysis conducted in the Report on IoT 
platform activities (Deliverable D03.01) of the H2020 – UNIFY-IoT [4] Project. The analysis 
of the UNIFY-IoT project is hereby extended with further state-of-the-art platforms and 
further analyses. Descriptions of the IoT platforms appearing in the following tables can be 
found below, in Section 5.2. 

5.1 State-of-the art summary 
In the following tables (Figure 14 - Figure 17), the aggregate characteristics of the 
representative examples of IoT platforms on the market are presented. The leftmost column 
of the table is the layer number in the IoT architecture, as depicted above. The numbering 
moves from 1 for the physical layer (rows towards the bottom) to 8 for the collaboration layer 
(rows towards the top). Each layer may have multiple sub-characteristics, which are denoted 
as multiple lines having the same color. Each IoT platform corresponds to a column in the 
tables. For each IoT platform, the layers and sub-characteristics of the layers that it covers 
are checked. 
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Figure 14. State-of-the-art IoT platforms categorization (part 1). 

 

Figure 15. State-of-the-art IoT platforms categorization (part 2). 
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Figure 16. State-of-the-art IoT platforms categorization (part 3). 

 

Figure 17. State-of-the-art IoT platforms categorization (part 4). 
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The table of Figure 18 presents a different categorization of the same IoT platforms, 

according to the four platform types identified in Figure 5. It can be observed that only a few 

platforms apply to specific application domains. The majority of IoT platforms are designed 
to be generic, so that they can be applied in various application fields or to promote 
interoperability between fields. Similarly, very few platforms are currently bound to specific 
proprietary technologies, either regarding device construction or protocol usage. Almost all 
IoT platforms support multiple device types, communication interfaces, protocols and data 
formats. Standardization approaches, such as the oneM2M™standard, are also being used, 
which allows new technologies and services to be compatible with existing solutions. It can 
also be observed that a large number of platforms support, apart from the basic connectivity 
services, higher-level data analysis mechanisms and user-friendly development 
environments. This facilitates their adoption by developers and at occasions allows 
corporations to create IoT applications without the need to write any code. 
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Figure 18. Categorization of IoT platforms according to platform type. 
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5.2 State-of-the-art IoT platforms 
In the following sections, the IoT platforms mentioned in the categorization above are briefly 
described. 

5.2.1 Microsoft Azure 
Microsoft Azure1 is a full end-to-end IoT solution, covering almost all 
the layers of the IoT architecture. It facilitates device connectivity by 
containing device libraries for several popular languages and 

platforms and by providing services for device monitoring and identity management. Devices 
can be connected either directly or indirectly, through a gateway. Data processing 
procedures can be applied at this level, at the “edge”, before the data pass to the backend. A 
cloud gateway allows data to pass from the devices to the backend. Higher-level algorithms 
are available at the backend, in order to facilitate data collection, transformation, as well as 
data analysis and visualization. Microsoft Azure also focuses on ease of integration of the 
IoT platform into the business process of a company. Collaboration between Azure and third 
parties is accomplished through a Red Carpet program, while conferences and developer 
starter kits facilitate the adoption of the platform by developers. 

5.2.2 Amazon AWS 
Amazon Web Services2 (AWS) offers a cloud-based IoT platform that 
allows devices to be connected to the cloud and communicate 
bilaterally. Messages from the IoT devices pass to the application 
layer through a web-based communication stack. A rule-based engine 
is used to perform actions based on the messages received. A wide 

variety of services is available in order to handle the data. These include storage services, 
stream processing and machine learning algorithms. In order to protect the higher-level 
applications from network connectivity issues that may interrupt the normal operation of the 
devices, the concept of “device shadows” is also used, where the device generated 
information of the past is cached, so that it can be unobtrusively accessed by the 
applications. Amazon provides extensive AWS developer guides and starter kits in order to 
facilitate developing. 

5.2.3 IBM Watson 
Similar to the above, the IBM Watson3 platform allows devices to connect 
either directly or indirectly, through gateway devices. The data collected from 
the devices are transmitted to cloud storage, which is based on Bluemix, 
IBM’s cloud and service offering. The event and action management is rule-
based, specifying which action should be taken after which message. Rules 
can be specified either at the cloud level or at the “edge” level, as soon as 

dedicated gateways collect the data. The Bluemix backend offers a wide variety of services 
to the application developer. Data analytics and visualization are supported through a 
dashboard using boards and cards, offering overviews and insights about the device data, 

                                                

 

1
https://azure.microsoft.com/en-us/ 

2
https://aws.amazon.com/ 

3
https://www.ibm.com/watson/ 
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as well as risk management. The Watson IoT platform supports block chain integration, 
which facilitates the integration of the platform by application vendors. 

5.2.4 ThingWorx 
Targeting industrial applications, the PTC ThingWorx4 IoT platform provides 
easy to use interfaces through which users can build applications in a small 
amount of time, with reduced cost and risk. Industrial areas using ThingWorx 
include agriculture, smart cities, power grids, water management, building 
efficiency and telematics. Through a dedicated application modelling 

component, named Composer, the ThingWorx IoT platform allows users to construct 
functional mobile interfaces without the need for coding, by using real-time dashboards and 
workspaces. The platform allows the integration with a variety of other technologies, from 
augmented reality to industrial connectivity, thus facilitating its adoption. 

5.2.5 Bosch IoT 
The Bosch IoT platform5 focuses on the application layer, offering 
solutions for device management and cloud services. These two 
functionality areas are represented by two sub-platforms, namely IoT 

Suite and IoT Cloud. IoT Suite allows the reliable connection of different devices and the fast 
development of IoT applications. It includes services for device-to-device messaging, device 
administration and monitoring, integration with third parties and user management, for multi-
user applications. These services, along with higher-level services including data protection, 
are available to end users through the IoT Cloud sub-platform. IoT Cloud offers all three 
cloud-related service layers: Infrastructure as a Service (IaaS), Platform as a Service (PaaS) 
and Software as a Service (SaaS). Being able to access IoT services through such cloud 
services allows end users to create applications more easily, with reduced cost, while 
enjoying data security mechanisms integrated in the cloud services. 

5.2.6 General Electric’s Predix 
General Electric’s (GE) Predix6 is an IoT platform offering a complete 
workflow from the source devices to data management. At the first layer, it 
allows the connection with various sources of information, including GE 
and non-GE devices, such as sensors, controllers and gateways, as well 

as software components, such as databases, files and external cloud-based applications. 
The collected data can be processed and analysed by higher-level components, as well as 
by third party plug-ins. Using dedicated tools, the end user is allowed to create custom 
workflows, specifying the sources of information and the ways in which they need to be 
processed. These tools significantly facilitate the design and testing of IoT applications. The 
Predix platform also contains mechanisms for converting between various data formats, 
which is useful in applications with massive amounts of heterogeneous data. 

 

 

                                                

 
4
https://www.thingworx.com/ 

5
https://www.bosch-si.com/iot-platform/bosch-iot-suite/homepage-bosch-iot-suite.html 

6
https://www.ge.com/digital/predix 



  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 34 

 

5.2.7 PTC Axeda 
PTC Axeda7 is a cloud-based IoT platform that focuses on offering cloud 
services for device management, connectivity and applications. It includes 
three sub-platforms. The Axeda Connect platform offers services for 
connecting devices and sensors to the cloud, as well as mechanisms for 

transforming and storing the incoming data. The Axeda Build platform allows the 
development and implementation of IoT applications, offering data management services, 
scripting engines and SDKs. Finally, the Axeda Manage platform, allows the end users to 
remotely monitor, access, configure and manage the connected devices.  

5.2.8 Aeris IoT 
The Aeris IoT platform8 offers a large set of connectivity technologies of the 
industry, including LTE, GSMand CDMA. Its modular nature allows the end-user 
to select from these only those that are necessary for a desired application. Aeris 
is a cloud-based solution, offering several infrastructures as services: 

connectivity management, IoT and M2M core network, billing and rating engines, data 
analytics methods, cellular connectivity services, etc. Collaboration among developers and 
third parties is accomplished through an online marketplace for IoT solutions. 

5.2.9 Cisco Jasper IoT 
The Jasper9 IoT platform by Cisco is widely used in application areas such 
as connected vehicles and enterprise mobility. It allows large corporations to 
manage their connected devices and sensors through a highly visible 
network. Based on the Jasper Control Board Platform, it is generic enough 

to be highly customizable and fit various application needs, requirements and business 
models of various industrial corporations. 

5.2.10 Ayla Networks 
Ayla10 offers the ability to consumers’ devices and products to connect in 
the network through a group of components. Ayla AMAP, Ayla Insights, 
and Ayla Cloud are the main parts composing Agile IoT Platform. The Ayla 

AMAP is a mobile application platform that enables consumer interfaces to devices via 
popular mobile phone platforms. Ayla Insights is a collection of services that provide 
business intelligence and analytics capabilities. Ayla Cloud offers a full suite of operational 
support services to better manage and control a connected deployment as well as provides 
access to a number of different business intelligence and analytics services to produce 
intelligent insights and automated operations. Home and buildings, are the main field of 
activity for Ayla Networks. 

 

 

                                                

 
7
http://www.ptc.com/axeda 

8
http://www.aeris.com/ 

9
https://www.jasper.com/ 

10
https://www.aylanetworks.com/ 
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5.2.11 Intel 
The Intel IoT platform11 is an IoT solution targeted to industries, providing a solid 
foundation for the development of secure device connections and cloud 
services. It offers products and services covering the whole spectrum of the IoT 
architecture, from device modules, drivers and network communication 
abstractions to cloud services and data analytics. Intel IoT maintains an active 

community promoting the collaboration of various product and service vendors, such as 
processors, operating systems and security, and facilitating integration across industry 
partners. 

5.2.12 ARM mbed 
ARM mbed12 is an IoT platform mostly focused on the lowest layers of the IoT 
architecture, i.e. the physical layer, networking and edge processing. It contains 
two sets of products. On the one hand, it offers device-oriented software and 
operating systems, allowing the integration of various industry standard 

protocols, such as CoAP/HTTP, TLS/TCP, DTLS/UDP and OMA LWM2M, and thus the 
efficient data communication and management. On the other hand, it offers cloud services 
for device management, which allow the creation of standards-based commercial solutions. 

5.2.13 Xively 
Xively13 by LogMeIn offers IoT platforms and connected product management 
platforms for enterprises building connected products and services. Xively 
enables companies to build and manage IoT security, IoT connected devices, 
and IoT products, including IoT Home Automation, and capturing their IoT 

data. Cloud-based APIs, SDKs, integrations, messaging, and app 

management provide a communication network to all the connected devices. C-based client 
libraries, MQTT based messaging bus, time series data storage and event logging and web 
based management application for connected devices, provides a well-defined structure for 
creating products and associated work flows 

5.2.14 ThingSpeak 
ThingSpeak14 is an IoT platform that facilitates the collection and storing of 
sensor data in the cloud and developing IoT applications. The ThingSpeak 
IoT platform provides apps that for data analysis and visualization in 

MATLAB, and then act on the data. Sensor data can be sent to ThingSpeak from Arduino, 
Raspberry Pi, BeagleBone Black, and other hardware. This open source platform was 
released by ioBridge in 2010 for creating sensor logging applications, location tracking 
application, and social network of things with status updates. 

 

                                                

 
11

http://www.intel.com/content/www/us/en/internet-of-things/overview.html 

12
https://www.mbed.com/en/ 

13
https://www.xively.com/ 

14
https://thingspeak.com/ 
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5.2.15 Carriots 
Carriots15is a cloud-based IoT platform that follows the protocol Platform 
as a Service (PaaS). The core of the platform is to integrate customers’ 
application with external IT systems through a development environment, 
open API and web services. With Carriots, the connection of any device to 

the IoT is realized via Internet access. By using MQTT, cURL, hURL, the platform streams 
the data to the REST API. Additionally a Java software development kit provides the 
environment for building applications. The objective of Carriots is to facilitate and support IoT 
projects and applications towards its own cloud. 

5.2.16 Evrythng 
EVRYTHNG16is a platform that collects, manages and applies real-time data 
from smart products and smart packaging to drive IoT applications. 
EVRYTHNG’s IoT software is able to communicate to any kind of smart product 
or smart packaging hardware. By using OAuth protocol, a less complex 
environment is created for IoT products development. Nest, Salesforce and 

other consumer apps and services operate in the network through the Evrthng platform. The 
objective of Evrythng is to provide industrial strengthto companies on developing market-
leading products, facilitate the digitization and connection of products to the Web, so the 
applications will be reliable. 

5.2.17 Phillips HealthSuite 
Phillips has created HealthSuite digital platform17, a cloud-based platform for 
the collection, orchestration and analysis of healthcare data. HealthSuite 
supports the collection of data from smart IoT devices and wearables, as well 
as the management and monitoring of the devices. The data are collected 
and stored to a secure cloud-based infrastructure. Healthcare offers tools for 
the creation of workflows and rules for the orchestration of data flow data 

acquisition to performed actions. At a higher level, it offers data analytics tools and 
visualizations, employing machine learning algorithms, facilitating the decision making 
procedure. HealthSuite can cooperate with third-party applications and devices through 
standards such as FHIR, HL7, DICOM, IHE, etc. 

5.2.18 SensorCloud 
SensorCloud is a platform that was designed to support automatically uploads 
from LORD MicroStrain's wireless and wired sensors. It is useful for storing, 
visualizing, remote managing, and analysing data through different type of 
available services. Open Data API and CSV Uploader can be utilized for 
upload any data. MathEngine is a tool for data analysis and decision making. 

IPython and SciPy libraries provide the potential for custom scripts. There is the ability for 
customized alerts to stay informed on the data. All data transactions are encrypted and 
secure. Finally, the SensorCloud SDK combines source code for Python, Java, C# and 

                                                

 
15

https://www.carriots.com/ 

16
https://evrythng.com/ 

17
 http://www.usa.philips.com/healthcare/innovation/about-health-suite 
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models of the clArc language. SensorCloud SDK generates service framework based on 
clADL, MDL, and TDL models. 

5.2.19 Kaa 
Kaa18 is an open-source IoT platform facilitating the building of IoT solutions for 
various domains. Kaa enables the fast development of applications, allowing 
end-users to focus on their specific product functionalities. Kaa provides 
abstractions for various common device connection protocols, such as WiFi, 

Zigbee, Ethernet, MQTT, CoAP, XMPP, TCP, etc. It allows developers to manage the 
connected devices by providing SDKs in various programming languages. In a higher level, 
open-source big data processing mechanisms are available in order to handle the incoming 
data. It also provides message filtering services, which enable messages to pass only to 
specific end-points or groups of end-points. 

5.2.20 Nimbits 
Nimbits19 Server is platform designed provide connectivity between the devices 

through an IOT API (HTTP/RESTful using JSON + HAL) server. The platform 
was developed to store and process time and geo stamp data, filter incoming 
data and trigger events based on rules. It stores data in way to facilitate retrieval 
of chucks of data sets using date ranges or GPS coordinates. The web portal 

and the API were designed to store and process time and location stamped data, filter 
incoming data and trigger events based on rules. It simplifies the data process because is 
built upon embedded system locally. Then is filtering the noise, is running rule engine and 
then is pushing data that are very important on the cloud. The java embedded devices could 
be RaspberryPi, J2EE servers like Apache Tomcat and finally on clouds like Google App 
Engine and Amazon EC2.Finally, parts of the maven central repository and JCenter, it's 
easy to import it into other projects. 

5.2.21 Eclipse SmartHome 
Eclipse SmartHome20is a platform designed to deal with residential 
automations. The software was developed within the Eclipse Java community. 
It serves as an abstraction and translation framework that makes interaction 
possible across system and protocol boundaries. The framework is designed to 
run on embedded devices, such as a Raspberry Pi, a BeagleBone Black or an 

Intel Edison. It requires a Java 7 compliant JVM and an OSGi (4.2+) framework, such as 
Eclipse Equinox. Eclipse SmartHome accepts the heterogeneous environments and the 
variation in data formats with protocols that provide uniform access. Finally, the software is 
extendable and open to external contribution. 

5.2.22 OpenRemote 
OpenRemote21 as Eclipse SmartHome is a platform designed for residential 
and commercial building automation. It offers an intelligent way of 
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managing and integrating the building systems, from climate control, multimedia, to lighting 
and security into one system, adding individual user control, predictive presence behaviour, 
and tailored dashboards for facility management. OpenRemote platform is automation 
protocol agnostic, operates on off-the-shelf hardware and is freely available under an Open 
Source license. The end-users can control the system by applications built in common 
operating systems like iOS and Android. Additionally the OpenRemote cloud-based design 
tools provide to end-users the ability to manage the system remotely. 

5.2.23 FIWARE 
FIWARE22 is an open-source IoT platform offering a wide range of services, 
from low-level data processing and storage to high-level data analytics and 
visualizations. FIWARE has often been used as an IoT platform of choice for 
various European projects and is one of the IoT platforms that are used in 

ACTIVAGE. Details regarding its architecture and services can be found in Section 6.5. 

5.2.24 OpenIoT 
The OpenIoT23 platform is a middleware platform for IoT applications, 
offering semantic Web services in order to handle the data from the 
connected devices. OpenIoT is one of the platforms used in ACTIVAGE 

and is described in detail in Section 6.3. 

5.2.25 Eclipse OM2M 
Eclipse OM2M™24 is an open-source IoT platform focusing on easy 
deployment in large and heterogeneous domains. It is based on the 
oneM2M™ standard, which facilitates the integration of various industrial 

domains. This makes the platform suitable for large-scale projects and applications, 
including smart cities, smart factories, transportation and health care. From an architectural 
point of view, the platform is designed as a protocol-independent kernel on which the various 
components of a specific application can be plugged in as separate and reusable modules. 
The end points of an application, e.g. devices, sensors, gateways, servers, etc., are 
considered as nodes which expose various services for which higher-layer applications can 
subscribe in order to use. Such services include networking, device management, security, 
etc. The platform supports the integration of third-party devices, which accelerates the 
deployment of a functional IoT application. 

5.2.26 oneMPOWER 
The oneMPOWER™25 platform, developed by InterDigital, offers a 
collection of tools for managing devices, connectivity, transactions, 
data and security. The platform conforms to the oneM2M™ 

standard, thus reducing the risks of linking a vendor to a particular technology. The 
oneMPOWER platform uses the wot.io™ framework as an operational environment for the 
interconnection of data acquisition devices, cloud-based services and applications, as well 
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as the integration with third-party frameworks and legacy data sources. The platform also 
offers software development kits as well as visual development and testing tools, in order to 
facilitate developers. oneMPOWER has been successfully used in smart cities applications, 
and is evolving based on a dynamic marketplace for data and services. 

5.2.27 C-DOT CCSP 
CDOT Common Service Platform (CCSP)26 is a platform developed by the Centre for 
Development of Telematics (CDOT) in India. CCSP is also based on the oneM2M™ 
standard, offering services such as device discovery, subscription, notifications, data 
management and security. The CCSP platform provides services for both the field domain 
nodes, such as devices and gateways, and the infrastructure domain nodes. CCSP acts as a 
bridge between data acquisition and data consumer applications. From a developer’s point 
of view, it offers visual development tools, in order to accelerate application creation. 

5.2.28 OpenMTC 
The Open Machine Type Communications (OpenMTC) platform27 is a 
prototype standard-compliant platform with the goal to provide a 
middleware for M2M applications. The OpenMTC platform consists of two 

rough layers: a front-end, from the side of the edge field, i.e. the devices, actuators and 
sensors, and a cloud-based backend, where data from the front-end is gathered. OpenMTC 
provides services to facilitate the interconnection between the front-end and the back-end, 
aggregating the collected data as well as, in the opposite direction, transmitting instructions 
to the edge devices. OpenMTC has been used in various vertical domains, including 
transport, logistics and eHealth. 

5.2.29 Salesforce IoT Cloud 
Salesforce IoT Cloud28 is a customer-centric IoT platform, focusing on 
providing simple interfaces for performing device management. It allows the 
processing of large amounts of data and the design of specific business logic 
through simple to use rule-based interfaces. Through its functionalities, it 

allows customers to create sales orders and get insight about possible opportunities, handle 
device repairing automatically, get notifications regarding the connected devices and 
perform automatic inventory inspections. 

5.2.30 Oracle Integration Cloud Service 
Oracle Integration Cloud Service29 supports the real-time collection and 
analysis of IoT data in a scalable platform. The platform offers a wide 

variety of cloud services, including device management, device virtualization, high-speed 
messaging, notifications, big data analytics, etc. It promotes end-to-end visibility during 
management and allows the design of workflows through user-friendly interfaces. Pre-build 
components allow the integration of the platform to various business models, while a 
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dedicated marketplace allows the collaboration of third party partners in the development of 
further business models. 

 

5.2.31 universAAL 
universAAL IoT30 is an IoT platform developed for smart 
environments, mostly used to create Ambient Assisted Living 
(AAL) applications. It is a middleware solution offering ontology 

models as the medium between the raw data from the data sources and the application 
level. universAAL is one of the platforms used in ACTIVAGE and is described in detail in 
Section 6.1. 

5.2.32 Sofia2 
Similar to universAAL IoT, Sofia231 is a semantics-based IoT platform, 
utilizing ontological models for the connection between the low-level device 
information and the applications. Sofia2 is one of the platforms used in 

ACTIVAGE and is described in detail in Section 6.2. 

5.2.33 sensiNact 
sensiNact32 is an IoT platform that has been particularly used for smart home and smart 
cities applications. It focuses on handling heterogeneous devices and communication 
protocols through synchronous and asynchronous mechanisms. sensiNact is one of the 
platforms used in ACTIVAGE and is described in detail in Section 6.4. 

5.2.34 Homard 
Homard (OMA Resources Dashboard)33 is a cloud-based IoT platform, 
focused on providing scalable and secure end-to-end device 
management, from the edge to cloud management. Homard is based on 

open standards, such as OMA LwM2M Device Management and ETSI oneM2M. It is one of 
the platforms used in ACTIVAGE and is described in detail in Section 6.6.  

 

5.3 IoT platform map 
Based on the layer-based categorization presented in Section 5.1, the mapping of Figure 19 
is produced. In this diagram, each IoT platform is mapped on the plane according to the 
following two parameters, acting as coordinates. 

 The horizontal coordinate of each platform is an indication of the orientation of the 
platform, according to the IoT architecture layers. Platforms towards the left axis are 
oriented towards the lower layers of the architecture, i.e. the physical layers, while 
platforms towards the right axis are oriented towards the upper layers of the 
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architecture, i.e. the application and collaboration layers. However, there are cases 
where the platform covers a wide range of layers. In these cases, the horizontal 
coordinate is a “mean” value, placing the platform in the middle of its range. The 
discrimination from “narrow” platforms in the same position is done using the vertical 
coordinate. 

 The vertical coordinate of each platform is an indication of the range of functionalities 
provided. The number of functionalities offered by each platform corresponds to the 
number of sub-layers that each platform covers, in the tables of Figure 14 - Figure 
17. Platforms towards the top of the diagram offer a wide range of functionalities, 
covering not only the layer indicated by the horizontal coordinate, but also nearby 
layers. Platforms towards the bottom of the diagram are more “narrow” covering only 
a limited range around a specific architecture layer. 

Intuitively, each platform on the map could be considered as being on the top of a pyramid 
extending down to the horizontal axis of the diagram. The position and size of the base of 
the pyramid on the horizontal axis is an indication of the range of layers covered by the 
platform. Platforms towards the bottom of the diagram have a pyramid with a small base, 
located around a narrow range of architectural layers. Platforms towards the top of the 
diagram have a large pyramid under them, with a base covering a wide range of 
architectural layers. 

From this mapping, it can be observed that platforms such as Microsoft Azure and IBM 
Watson are generic platforms, covering a wide range of the architectural spectrum. The 
ARM mbed platform, being the left-most one and in the middle of the vertical range, is a 
device-oriented platform, with limited functionalities in higher layers. 

 

Figure 19. Map of IoT platforms based on their layers of focus and the range of functionalities offered. 
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For the purposes of the ACTIVAGE project, platforms focusing on the application layers are 
desired, offering means to transform the information received from the devices and sensors 
into meaningful knowledge. Thus, the selection should be based on platforms residing on the 
right or top part of the above diagram. A second criterion is the availability of the platforms, 
since open-source solutions are preferred to proprietary solutions. Thus, platforms such as 
Microsoft Azure, IBM Watson or Oracle Integration Cloud are not preferred. 

The following platforms are selected to be used in the ACTIVAGE project: 

 universAAL IoT 

 Sofia2 

 OpenIoT 

 sensiNact 

 FIWARE 

 Homard 

These platforms comprise a comprehensive set of open-source, application-oriented IoT 
platforms, covering a relatively wide range of functionalities. Furthermore, there is a past 
experience for using these platforms in other European projects, which will be of use 
throughout the ACTIVAGE project. In the following section, these five platforms are 
described in detail. 
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6 IoT platform Detailed presentation 
6.1 universAAL IoT 
6.1.1 Platform Description 
universAAL IoT is a mature open platform34 for the integration of open distributed systems of 
systems, with over 15 years of development history, from general conceptual work in 
German research projects EMBASSI and DynAmITE, over proof of concept with unique 
problem solving approaches in FP6 PERSONA, consolidation and first tooling in 
FP7universAAL, and stress testing in real life in CIP ReAAL, which has led to the creation of 
the initial universAAL IoT ecosystem. By implementing semantic interoperability for service-
oriented architectures at the level of communication protocols, it provides an open horizontal 
service integration layer at the highest abstraction layer, across all possible verticals, which 
makes ita solution for many of today’s system problems. universAAL IoT is distributed with 
the Apache Software License 2.0, available under https://github.com/universAAL/. 

The core of universAAL understands data and functionality only through the definition of 
ontologies. There is already a prominent set of ontologies ready available in universAAL 
platform, specially covering the AAL/AHA domains (i.e.: pHealth, and Smart Environments). 
The usefulness of universAAL does not limit to the AAL / AHA domains, as adding new 
ontologies covering the desired application domain is enough for universAAL to adapt. 

universAAL is composed of the middleware, which is responsible of providing basic 
functionalities such as a common container interface (for portability), configuration 
interfaces, localization, and logging. The middleware provides the essential Data 
Representation which is the essential ontology engine, along with the data serialization 
which enables machine-readable, RDF/Turtle standard, access to the ontologies and data 
instances. Yet another function of the middleware is Node Discovery and Messaging, since 
universAAL middleware is a distributed and semantic framework; this functionality enables 
easy connectivity and interaction of universAAL enabled nodes within the same network, 
which forms the basis of intelligent environments. The final function of the middleware is to 
provide the communication buses, which are the abstraction that helps deal with distribution 
and heterogeneity in a transparent way. The buses are semantic brokers for context events, 
semantic service requests (and responses), and user interaction functions. 

                                                

 
34

 http://universaal.info/blog/post/3487/ What-is-anopen-platform/ 



  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 44 

 

 

Figure 20. universAAL platform stack. 

universAAL IoT ships the middleware along with a set of optional managers, that help 
implement common use cases, such as storing, reasoning, service composition, remote 
interoperability (connecting with services and entities outside the AALSpace), user 
interaction extensions, security functions, device (sensors and actuators) protocol 
interconnections, etc. As part of the platform, universAAL community also supports 
developers with a set of tools to ease the development, deployment and maintenance of the 
systems developed with universAAL. 

6.1.1.1 Semantic Discovery & Interoperability 

 

Figure 21. Bus distribution view. 

The first discovery level in universAAL is related to the mutual discovery of middleware 
instances within a subnet, which is based on network broadcast; concretely, universAAL 
uses java SLP framework for this node discovery level. Once a node is discovered 
communication is stablished based on the concept of a “connector”. Currently, the only 
implementation of the “connector” concept is based on the jGroups framework, which 
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enables the creation of a logical network for message distribution. This logical network is 
called an AAL Space (basically, a smart space). Both discovering and Peering modules for 
the establishment of messaging channels are pluggable, thus different frameworks and 
solutions (such as MQTT, or oneM2M) can be used as alternative implementations for the 
“connector” concept.. 

The AAL Space groups all nodes in a smart environment and enables them to communicate 
between them in a secure way. Messages in an AAL Space are secured using a common 
cryptographic key. The distribution of messages can be direct (node to node), multicast 
(node to set of nodes), or broadcast (node to all nodes). These messages are classified 
according to their purpose, thus there are different “buses” and each bus has its own broker. 

A bus is a message broker in charge of routing the messages to the appropriate software 
modules on appropriate nodes, as well as applying the bus strategy, according to the 
defined behaviour of the bus messages, bus members (modules connected to the bus) and 
the bus itself. 

 

Figure 22. Definition of universAAL application, "talking" to b buses. 

The second level of discovery is the semantic discovery provided by the middleware buses. 
Modules that connect to the buses must describe their capabilities and requirements 
semantically and register (when they connect to the buses) / send (dynamically during 
runtime) them to the buses. The routing of messages with semantically formulated content is 
done by the buses based on a sematic matchmaking, which effectively discovers the proper 
provider (of functionality) or consumer (of data). 

The bus abstraction is the primary concept behind the Semantic interoperability 
programming paradigm as proposed by universAAL. In universAAL the developer talks, 
semantically to the buses, which then respond accordingly. The difference with conventional 
Semantic interoperability can be explained through an example. Traditionally, the process to 
open the entrance door would require a semantical query to find the appropriate object and 
then use the object interface (the device’s specific API) to open; whereas with the proposed 
paradigm the instruction received by the bus is directly to “open the entrance door” as 
described in the ontology. This syntactically and semantically decouples the application and 
the device. 

Semantic interoperability as realized by universAAL restricts the syntactical dependencies in 
the communication protocols to the API of the brokerage mechanism implemented by the 
middleware buses and shifts all dependencies between the participants in a communication 
to models shared by them (shared ontologies). 
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Figure 23. Basic syntactic dependency is reduced to the API of a broker, which enables semantic 
interoperability through shared (or mapped) ontology. 

Interoperability is the ability of two communicating entities to share data and functionality 
despite having been developed independently. Semantic Interoperability enables 
interoperability at a semantic level, avoiding domain-specific APIs and reducing syntactical 
dependencies to one single brokerage API. Specific use case dependencies can be resolved 
through common (or specific) shared ontologies which are pluggable into the system. 

6.1.1.2 Service broker & orchestrator 
The first broker is the Service bus. This bus enables software services (similar to the service 
oriented architecture SOA) to be provided and called with a semantic definition, thus 
enabling semantic services (based on the standard OWL-S). The broker works by admitting 
service requests from bus members, again defined in semantic terms describing the 
expected result; the broker then matches this request with the registered services (called 
service profiles); which are also defined semantically. 

 

Figure 24. Visualization of Service bus matchmaking. 
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This matchmaking where the semantic benefits are best seen, for as the requester does no 
need to use the provided API by the registered service (Syntactical Interoperability), the 
requester does not have to even define the same exact parameters and parameter types as 
the registered service. For example inputs can be derived from other parameters. As long as 
the request is matched semantically with any registered services then these services are 
executed. 

When a service is matched, the bus member (service callee) executes the necessary 
operations in order to produce a response. If more than one service is matched all matching 
services are executed, the responses outputs are then merged into a single list. 

Composite services can be defined using JavaScript as currently the only scripting language 
supported. The workflow engine that can interpret such scripts and execute them is called in 
universAAL the service orchestrator. 

6.1.1.3 Context Broker & Entrepot 
Context awareness is a key aspect of intelligent environments. Context is any information 
related to the states of any entity inside the environments, this includes sensors as well as 
the user. Context awareness is achieved through ontology-based data sharing, essentially 
representing another form of semantical interoperability. 

The broker in charge of distributing the context information is the context bus. The messages 
of the context bus are context events. Each context event represents a change in a property 
in the context, inspired by the RDF model; therefore the key properties of a context event are 
the subject, predicate (property), and object (new value). Each context event has additional 
metadata related to the event itself. 

 

Figure 25. The anatomy of a context event. 

The context bus model is based on a subscriber-publisher policy; each bus member 
(publisher or subscriber) upon registry describes semantically the set of valid context events 
managed. Therefore the broker can deliver context events to subscribers that match the 
subscription filter. 
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Figure 26. Context Broker strategy. 

As an additional feature universAAL provides a special manager for context awareness. This 
manager is subscribed to all context events for storage in an RDF database. This allows this 
component, known as Context History êntrepot (CHe) to provide services for applications. 
The first type of service is allowing querying for context events, thus applications can extract 
statistics and evolution of the context. Since the context events are stored in a RDF 
database, the semantics of the context event when stored build a complete status of every 
subject referred by any context event; thus applications can query directly this status, which 
is interesting to gather the last known status of the context. Finally the CHe also offers direct 
access to the data base, thus offers SPARQL functionalities to applications. 

6.1.1.4 Human-Environment interaction 
A specific problem for the target users in the AAL domain is the interaction human machine. 
Typically the target population are older adults, who have difficulties when interacting with 
computers, this is due both to the physical conditions of the user (like disabilities), and poor 
exposure and education this population has had to technology. For this reason universAAL 
offers a User Interaction framework to address the key interaction challenges. 

The broker in charge of this interaction is the UI bus, and again it is highly semantic oriented. 
Applications would describe the interaction, in a declarative way. This interaction request is 
then processed, by making the appropriate adaptations, according to the user profile, 
preferences and context. The next set is displaying the interaction to the user, the 
components in charge of managing the different interaction channels and performing the 
actual interaction are called UI Handlers. The broker will select the best handler in each 
situation, taking different criterion like proximity to the user, the language, the privacy of the 
managed channels compared to the privacy required by the contents of the interaction 
request. 
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Figure 27. The UI bus with different UI Handlers each with a different modality, all showing how the 
display would be performed for the same interaction request. 

The existence of different UI Handlers allow for multimodal communication, where each 
handler handles different channels. As universAAL is a distributed platform, the UI is also 
able to handle distributed and ubiquitous interaction, when there are different handlers in 
different nodes in an AAL Space, the interaction “follows” de user where ever she/he goes. 

6.1.1.5 Semantic Reasoning & Matchmaking 
Context awareness can be extended with semantic reasoning. The model of context events 
is built for both primary events as well as reasoned, higher abstraction level, events. 

The universAAL platform has some reasoners available, but further reasoners can easily be 
plugged into the system. From the available reasoners, one is used through drools rules 
engine; applications can define rules to be evaluated with every context event, the 
production of these rules can generate new events, or they can call services. Another 
reasoner is based on SPARQL statements, each statement is associated to a type of 
context, when a context event is matched the SPARQL statement is executed, it can 
generate new events, or update the status. 

6.1.2 Mapping to AIOTES 

6.1.2.1 Semantic Interoperability 
Worldwide unique support for semantic interoperability at the level of communication 
protocols in a service-oriented environment, by eliminating all syntactic dependencies 
between communicating parties, through limiting all syntactical dependencies to the API of a 
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brokerage layer that provides three virtual communication buses: the context bus for event-
based communication, the service bus for call-based communication, and the UI bus as a 
special cases of the service bus where the service providers are able to handle the 
interaction with human users. 

6.1.2.2 Security / Privacy 
The execution environment of universAAL is based on Java and OSGi or Android. In 
addition to benefiting from the native security mechanisms of these technologies, such as 
signed archives / bundles, policy files, and a controlled way of resolving dependencies, there 
are two levels of security introduced by universAAL itself: groups of universAAL nodes may 
connect to each other, only when they share the same symmetric key; within such a group, 
messages are encrypted and decrypted using the shared key of the group, resulting in end-
to-end security within the group. Communication between two groups as well as between a 
group and a non-universAAL component has to pass the group gateway, where end-to-end 
security can be achieved based on standard public key infrastructure. 
 
Permissions are definable at the level of any type of message on any of the three 
communication buses as well as on the group gateways. 
 
Identifiers are all based on the concept of URIs exchanged within the trusted environment of 
universAAL as described above. 
 
For the specific case of smart environments, a location-based concept for sessions 
invalidated by contextual knowledge minimizes the frequency of explicit authentication of 
human users. 
 
Privacy can be preserved not only by having the above controls on the exchange of data and 
functionality but also due to the fact that the design and implementation of universAAL is not 
bound to any predefined deployment strategy or operation policy under governed by 
predefined roles, such as Could servers or backend systems, but can be organized 
according to the requirements in several different ways. 
 

6.1.2.3 Developer tools 
In addition to benefiting from the eclipse and maven plugin mechanisms, eclipse update 
sites and maven repositories, there are a few developer tools, such as a dashboard, project 
templates with associated code generators, ontology modelling tools with code generating, 
integrated tests with eclipse debugging, and continuous integration. 
 

6.1.2.4 Data analysis tools 
Data is stored in terms of RDF databases, using Virtuoso and Sesame. There are two immature 

context reasoning tools which use rules defined for them to derive new facts from known 
facts, one is based on the power of first order logic provided by the SPARQL Construct 
queries, and the other based on java programming within a Drools engine. 
 
There is no pattern recognition tool yet. There are no real visual analytics tools, except of a 
proprietary basic tool for visualizing the history of data from single sources. 
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6.1.3 Openness and maturity 

6.1.3.1 Open API 
universAAL offers open application programming interfaces (APIs), which can be found in 
the following directory: 

https://github.com/universAAL/platform/wiki 

6.1.3.2 Open scope 
universAAL has been developed in the context of European projects on “ICT for ageing 
well”, as a platform for Ambient Assisted Living (AAL). Therefore, most of the applications 
developed so far on top of universAAL aim at supporting active and independent living of 
older people. 

Nevertheless, universAAL does support the development of several other types of 
applications beyond AAL. This claim is based on the following facts: 

The lower part of universAAL known as the universAAL middleware is an enabler for the 
integration of distributed components and communication among them while hiding 
distribution and heterogeneity. The use cases supported by the universAAL middleware are 
mostly about sending and receiving messages, enabling semantic interoperability without 
any domain-specific bias. This characteristic makes the universAAL middleware appropriate 
for the integration of any open distributed system of systems. 

Beyond the general support for communication with global applicability, there is one specific 
feature of the universAAL middleware that is actually restricted to smart environments 
because it is concentrated on explicit interaction among human users and smart 
environments in a situation-aware way. However, it is still without any application bias, only 
based on an abstract representation of users, locations, and “interaction channels”. The 
usage of this feature is totally optional. 

Beyond the middleware, there is a set of optional universAAL “manager” components, most 
of which are again totally without application bias. This has been possible due to the reliance 
on the Semantic Web technologies for unified representation of data regardless of domain 
and extraction technology, unified cross-domain query language, and externalizable and 
sharable domain models. Only the profiling solution relies on specific ontologies modelling 
the physical world and users in a specific way. The modular design and implementation of 
the universAAL architecture, however, allows substituting this profiling solution with 
alternative solutions relying on alternative models. 

6.1.3.3 Open source license 
universAAL comes with an open-source license, which can be found in the following 
directory: 

https://www.apache.org/licenses/LICENSE-2.0 

6.1.3.4 Open provision 
The licensing with Apache License 2.0 allows any form of redistribution, also when bundled 
with a host platform in terms of hardware and / or operating system 

6.1.3.5 Open operation 
The licensing with Apache License 2.0 introduces no restriction in using universAAL in 
operation in any environment. 
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6.1.3.6 Open adaptation 
1. The licensing with Apache License 2.0 introduces no restriction in changing the 

source code. 

2. The modular implementation with clear dependency specification allows to bypass or 
substitute not needed / desired modules without affecting the operation of the 
modules in use as long as the dependencies of the used modules are satisfied. 

6.1.3.7 Maturity 
The TRL levels achieved by universAAL are presented below: 

 

TRL 1 – basic principles 
observed 

Done 1999 – 2006 in the German projects EMBASSI and 
DynAMITE 

TRL 2 – technology concept 
formulated 

TRL 3 – experimental proof of 
concept 

Achieved 2007-2013 in the FP6 and FP7 projects PERSONA 
and universAAL 

TRL 4 – technology validated in 
lab 

TRL 5 – technology validated in 
relevant environment 

TRL 6 – technology 
demonstrated in relevant 
environment Achieved 2013-2016 in the FP7 CIP project ReAAL in 13 pilot 

sites from eight different EU countries with 31 different 
applications providing 100+ use cases to 5000+ users TRL 7 – system prototype 

demonstration in operational 
environment 

TRL 8 – system complete and 
qualified 

Complete deployments qualified in few sites of ReAAL 

TRL 9 – actual system proven in 
operational environment 

A core set of universAAL modules is since 2 years in operation 
in real life business, without interruption, seven days a week, 24 
hours a day 

 

 

6.2 SOFIA2 
In this section, a description of the SOFIA2 platform is presented. All information shown here 
by section can also be found in the documentation available in www.sofia2.com. 

6.2.1 Platform Description 
SOFIA is an acronym of Smart Objects For Intelligent Applications. SOFIA is an IoT 
platform, the result of a three - year ARTEMIS R&D project that ended in March 2012.  

http://www.sofia2.com/
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Nineteen partners from four EU countries, including Nokia, Philips, Fiat, Acciona and Indra, 
were involved in the project. SOFIA is a middleware architecture allowing for the 
interoperability of several systems and devices. It allows making real information available 
for intelligent applications (Internet of Things). 

SOFIA is:  

 Open-source 

 Multi-platform: Available for MS Windows, Android, Linux, iOS 

 Multi-language: It is supporting by Java, JavaScript, C++, Arduino 

 Communication agnostic: With implementations for TCP, MQTT, HTTP (REST and 
Web Services), Ajax Push, etc. 

Its goal is achieving interoperability among different applications that share semantic 
concepts. 

SOFIA2: After the end of the ARTEMIS Project, Indra kept evolving the original SOFIA 
project, creating a platform that focuses on enterprise use called SOFIA2, so the current 
version of the Platform is called SOFIA2 and it is focused on the following areas: 

 Adapting it to the enterprise environment: High availability operation with distributed 
data centres 

 Work with the Platform was simplified, particularly in the Ontology development 
(ontologies became lightweight), and Query language and SSAP including JSON like 
implementation besides XML. 

 Big Data Interfaces (like Hadoop) to host huge amounts of data and data warehouse.  

 Integration capacities with back-ends with standard protocols, e.g. Web Services, 
etc. 

 Plug-in concept to expand the SIB 

 Integrated storage and GIS queries 

 Addition of pluggable security mechanisms.  

 REST interfaces to connect easily from smart phones, devices, RIA applications, etc. 

 

6.2.1.1 SOFIA2 versions 
Sofia2 has available three versions: 

 Base Edition 

 IoT Edition 

 Advanced Analytics Edition 

 

6.2.1.1.1 Base Edition 
That version is Suitable for management applications and facilitates Agile Development.  

The main characteristics of Base Edition are: 

 Management of the data model via unified UI. 

 Automatic CRUD access to the entities. 
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 Simple and assisted definition of decoupled business rules. 

 Centralised console for the management of applications and modules. 

 Ontologies and assisted modelling: from Excel, wizard, visually. 

 Multilingual APIs. 

 Rules. 

 Bidirectional communication: REST, MQTT, JMS, WebSockets. 

 NoSQL (MongoDB) or relational databases as RTDB. 

 Dashboards and Reports. 

 

Figure 28. Main components of SOFIA2 Base Edition. 

6.2.1.1.2 IoT Edition 
Designed for systems those manage large volumes of information and produced in short 
periods, namely systems with a significant sensory component like:  

 Smart Home/Building 

 Smart Retail 

 Smart Industry 

 Smart Health 

 Social Media 

 Smart Cities 

The main characteristics of IoT Edition are: 

 All characteristics of Base Edition. 

 Integration of devices and social media. 

 Big Data infrastructure over Hadoop as HDB. 
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 API Manager for the publication of information as REST APIs. 

 Web Notebooks for interactive analytics. 

 Automatic and configurable migration from RTDB to HDB. 

 

Figure 29. Main components of SOFIA2 IoT Edition. 

6.2.1.1.3 Advanced Analytics Edition 
Suitable for scenarios in which the analysis of recovered data is very important.  

The main characteristics of that version are:  

 All characteristics of Base Edition and IoT Edition. 

 Integration with reporting, viewing and BI tools. 

 Complete management of the life cycle of analytical models. 

 Mass data ingestion 

 Visual and assisted integration of any data source. 

 Integrated Machine Learning module that enables the loading of datasets, the 
launching of algorithms, the creation and publication of models, etc. 

 Module that enables access to the information of the platform through ODBC and 
JDBC interfaces (BI tools). 



  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 56 

 

 

Figure 30. Main components of SOFIA2 Advanced Analytics Edition. 

6.2.1.2 Concepts 
The SOFIA Platform can be conceptualized through these four concepts: 

 Smart Space 

 SIB 

 KP 

 SSA 

 

Figure 31. Main concepts of SOFIA2. 
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6.2.1.2.1 Smart Space 
This is the virtual environment where different applications interoperate with each other to 
provide a complex functionality. 

Commonly, there is a single SIB (that may be a cluster of SIBs) in each Smart Space but in 
specific cases a Smart Space may have a federation of SIBs to communicate different 
ontologies. 

A Smart Space can communicate with other Smart Spaces by establishing trusted 
relationships with them. The Smart Space’s core is the SIB. 

These characteristics are provided by the Sofia Administrator. 

 

Figure 32. Smart Space. 

6.2.1.2.2 Semantic Information Broker SIB 
This is the core element of the Platform. It receives, processes and stores all the information 
of applications connected to the SOFIA2 Platform, thus acting as the Interoperability Bus.  

All the existing concepts in the domain (reflected in the ontologies) and their current states 
(specific instants of the ontologies) are reflected on it.  

SOFIA2 proposes the use of JSON structures to exchange information (SSAP) and to define 
the ontologies. 

There are implementations in several languages and platforms. Indra provides a JEE SIB 
that runs over JEE Web Server (Tomcat, JBoss, etc.) and the SIB has connectors to 
communicate from different clients like: 

 REST: from clients such as JavaScript, smart phones, etc. 

 MQTT for bidirectional communications and limited devices. 

 Web Services/JMS for Enterprise applications. 
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 Others including Bluetooth, ZigBee. 

 

6.2.1.2.3 Knowledge Processor KP 
The KP allows access to connect each application with the Smart Space through the SIB. 
Each application works with instances of the relevant concepts, inside the domain (ontology) 
for which it is designed. That access allows the execution of operations with the SIB 
(ontology). 

There are three types of KP:  

1. Producer: inserts information in the SIB, but never recovers any information from it. 

2. Consumer: recovers information from the SIB, but never inserts any information in it.  

3. Prosumer: inserts information in the SIB and recovers information from the SIB. 

 

SOFIA2 proposes the use of JSON to send SSAP messages, because messages will then 
be lighter and fitter for embedded devices. 

To open one connection from a client, it needs: 

• KP name: Provided by SOFIA administrator. 
• Unique identifier of KP: The Client himself creates a unique identifier to each 

application for example we can use the serial number of each device like unique 
identifier of KP. 

• Token: Is an alphanumeric key that enables access to SIB. Provided by SOFIA 
administrator. 

 

6.2.1.2.4 Smart Space Access Protocol SSAP 
The Smart Space Access Protocol is the standard messaging language to communicate 
between the SIBs and the KPs. There are two implementations: 

1. SSAP-XML: using XML format 

2. SSAP-JSON: using JSON format 

The operations between the SIB and the KP are as follows: 

 JOIN: Connection of a KP to a SIB and it implies: authentication, authorization, 
creating a session in the Smart Space). 

 LEAVE: Disconnection of a KP from a SIB 

 INSERT/UPDATE/DELETE/QUERY: Allows a KP to insert/update/delete information 
QUERY: It allows a KP to recover information from the SIB. Queries can be in native 
language or in standard language. Native language means the use of the syntax and 
capabilities of de Big Data technology like MongoDB.  

 SUBSCRIBE: It allows a KP to subscribe to the running of a query every X seconds, 
or to an event triggered on the SIB.  

 INDICATION: The result sent by the SIB to one or to several KPs to solve a 
subscription.  

 UNSUBSCRIBE: It ends an existing subscription. 
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 GET_CONFIG: It allows the KP to ask for the configuration associated to its own 
instance.  

 

 

Figure 33. Information Ingestion. 

 

 

 

Figure 34. Example of operations form devices (Clients). 

To do a JOIN operation form a client (device), as mentioned it needs: 
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• KP name: Provided by SOFIA administrator. 
• Unique identifier of KP: The Client himself creates a unique identifier to each 

application for example we can use the serial number of each device like unique 
identifier of KP. 

• Token: Is an alphanumeric key that enables access to SIB. Provided by SOFIA 
administrator. 

The following code shows a JOIN operation using Java client. 

 

 

 

Figure 35. Flow of Join operation in SOFIA2. 

The following code shows an INSERT operation using Java client. 
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Figure 36. Flow of INSERT operation in SOFIA2. 

The following code shows a native and not native query using Java client: 

 

 

The following code shows a LEAVE operation (Close session) using Java client: 
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Figure 37. Flow of LEAVE operation in SOFIA2. 

6.2.1.3 Ontologies 
Ontologies are semantic descriptions of a set of classes and attributes with the objective to 
represent objects. 

Applications sharing classes (commonly called concepts) from the same ontology can easily 
exchange information using specific instances of those common classes. As mentioned, 
SOFIA2 represents ontologies in JSON format (JSON schema).These ontologies are shared 
between applications that use the same Smart Space. 

 

 

Figure 38. Example of ontology. 

An ontology is defined by a JSON Schema that allows it to validate whether the semantic 
information sent by the KP satisfied that ontology. The next figure shows the JSON Schema 
that defines one temperature sensor. 
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Figure 39. Example of JSON Schema defining the ontology of a temperature sensor. 

When an ontology is stored in the Real-Time Data Base, the platform adds meta-information 
to it. This meta-information deals with that ontology’s use context, therefore the context Data 
includes the key of the session that the KP established with the SIB; the user identifier used 
by the KP; the KP’s identifier; the identifier of the KP’s connected instance, and a time stamp 
of the moment when the information was added. 
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Figure 40. View of instance sent from client and instance stored in SOFIA2. 

6.2.1.4 Big Data Analytics 
As mentioned the Big Data Analytics capabilities are present in the version of SOFIA2 called 
“Advanced Analytics Edition”. 

6.2.1.4.1 Storage  
SOFIA2 provides a repository suitable for each moment of the life cycle of the information: 

• Real-time Database: Repository optimised for agile, real-time access to information. 

• Historical Database (Data Lake): Repository optimised for the storage and 
management of large volumes of information. 

• Staging Repository: Repository for the temporary storage of structured, semi-
structured or unstructured information for use in transformation or data load 
processes. 

SOFIA2 supports different technologies in accordance with the accesses (Support for SQL 
and NoSQL standards and databases), registrations and queries of each repository, with 
horizontal scalability and integration of the repositories with each other and with the other 
layers of the platform. 
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Figure 41. Types of storage in SOFIA2. 

The Real Time Data Base (RTDB) is responsible of store the information received in real 
time such as ontology instances. A time window can be configured for ontology to determine 
when the information is considered to be 'historical'. The information will remain in this 
database until it is automatically migrated to the historical information repository. 

Depending on the pattern of real-time information accesses this module can be implemented 
with different technologies, ensuring agile access to the information (MongoDB, Hbase, 
relational databases…) Kudu and Impala facilitate real-time access for data analytics. 

The main characteristics of RTDB are: 

• SQL query tool integrated in the Sofia2 control panel even if the database is NoSQL. 

• Data source for Data Analytics in real time. 

• Integration with the Rules engine, Machine Learning and integration layers.  

• Horizontal scalability. 

• Syntactic control of the information inserted in accordance with the defined 
ontologies. 

The Historical Database (HDB) is responsible for stores historical information for 
subsequent analytical exploitation. The stored information will be available as a data source 
for the various modules of the platform: Integration, Machine Learning, API Manager, etc. 

The implementation of this repository is based on Hadoop as the repository, Hive as the data 
warehouse solution and SparkSQL to facilitate homogeneous access to the data 

The main characteristics of HDB are: 

• SQL query tool integrated in theSOFIA2 control panel. 

• Data source for Historical Data Analytics.  

• Integration with the Rules engine, Machine Learning and integration layers.  

• Horizontal scalability. 
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• It acts as the heart of the Data Lake of the platform, storing heterogeneous 
information with processing capacity. 

 

6.2.1.4.2 Information Ingestion 
SOFIA2 has the called “SOFIA2 DATAFLOW” and it is visual tool to control of information 
ingestion with extraction from heterogeneous source and structured, semi structured and 
unstructured information. The same form the information can be loaded in the repositories of 
the platform or in heterogeneous external targets.  

 

Figure 42. General overview of DataFlow in SOFIA2 

The available data sources for ingestion in the tool bar of the user interface are presented in 
the following figure. 
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Figure 43. Data sources for ingestion in SOFIA2. 

The data targets available in the tool bar of the user interface are presented in the following 
figure. 

 

Figure 44. Data targets in SOFIA2. 

The main characteristics of SOFIA2 DATAFLOW are: 

• Visual modelling of ETL. 

• Debugging and Preview. 

• Rollout by console. 

• Extensible in Java. 

• Several sources and targets: Kafka, Hadoop, JMS, JDBC, AmazonS3, etc. 

• The main characteristics of that version are:  

• Integrated in Sofia2 Control Panel (HTML5). 

• Alerts and Notifications 

• Viewing of execution graphs and statistics 

• All characteristics of Base Edition and IoT Edition. 

• Integration with reporting, viewing and BI tools. 

• Complete management of the life cycle of analytical models. 

• Mass data ingestion 
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• Visual and assisted integration of any data source. 

• Integrated Machine Learning module that enables the loading of datasets, the 
launching of algorithms, the creation and publication of models, etc. 

• Module that enables access to the information of the platform through ODBC and 
JDBC interfaces (BI tools). 

• Several processors available for the modelling of ETL: Split, hasher, remover, 
merger, etc. 

 

To work with that tool use the graph elements and the transformation process is undertaken 
by dragging and configuring blocks of activities from the task bar. 

 

 

Figure 45. Example of dataflow in SOFIA2. 

The tool offer various available actions on the fields such as Converter, Merger, Masker,  
Hasher, Remover, Rename, etc. 
 
The Flow Selector allows selecting the next activity to be executed on the data set, in 
Accordance with the execution conditions. 
 
Monitoring: Rules can be configured to capture and view data of a pipeline in execution and 
can be executed query of statistics of any pipeline in real time, the processed data and the 
pipeline history. The configuration of normality thresholds and alerts enables the execution 
of automatic actions such as the communication of these events in addition to the viewing of 
the details. 
 

 

Figure 46. Monitoring ingestion in SOFIA2. 

6.2.1.4.3 Sofia2 Notebooks 
Sofia 2 Notebooks is an interactive analytics in a collaborative environment and has an 
Interpreter management (sh, JDBC, md, angular, etc.). 

The main characteristics are: 
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• Multilingual execution over a single notebook (SparkSQL, R, Hive, Scala, Python) 

• Scheduled execution of notebooks. 

• Shared and multiuser environment. 

• Instantaneous viewing with incorporated graphs. 

• Scheduled execution of notebooks Web environment integrated in control panel. 

• Integration with SOFIA2 operations like insertions, queries, etc. using several 
technologies and languages like Spark, Scala, Hive, R, etc. 

 

Figure 47. SOFIA2 Notebooks. 

6.2.1.4.4 Machine Learning Sofia2 
The Machine learning in SOFIA2 is based in the use of SPARK ML +H2O and has the next 
architecture: 

 

Figure 48. Machine learning architecture in SOFIA2. 
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The integration of this module in the platform enables a further step to be taken in the life 
cycle of the data and end-to-end information management. The main characteristics are: 
 

• Loading of local files. 
• Visual definition through flows. 
• Capability of parsing of data in various formats(ARFF, XLS, XLSX, CSV, SVMLight 
• Support of algorithms more used like: K-means, Generalized Linear Model, 

distributed RF, Naïve Bayes, Principal Component Analysis, Gradient Boosting 
Machine and Deep Learning. 
 

 

Figure 49. Examples of data analytics results in SOFIA2. 

 

6.2.2 Mapping to AIOTES 

6.2.2.1 Developers, deployment tools 
Sofia2 offers several tools to help the developer. In the SOFIA2 site (www.sofia2.com) exists 
one section called "DEVELOPER" and it contains documentation oriented to know the 
platform at any level. Also, in that section contains several APIs to help the development in 
any device and in any language, like Java, Javascript, Python, Net, Node Js, Android, etc.  

In addition there is a CloudLab to make test over SOfia2 platform. 

6.2.2.2 Data analytics 
Machine learning in SOFIA2 is based in the use of SPARK ML +H2O and has the next 
architecture: 
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Figure 50. Machine learning architecture in SOFIA2. 

The  integration   of  this   module  in   the platform  enables  a  further  step  to   be  taken in   
the   life   cycle  of  the  data  and  end-to-end information management. The main 
characteristics are: 

• Loading of local files. 

• Visual definition through flows. 

• Capability of parsing of data in various formats (ARFF, XLS, XLSX, CSV, SVMLight 

• Support of algorithms more used like: K-means, Generalized Linear Model, 
distributed RF, Naïve Bayes, Principal Component Analysis, Gradient Boosting Machine and 
Deep Learning. 

6.2.2.3 Privacy/security 
Privacy and security over the communications between some client (like device) and 
SOFIA2 is determined by: 

• KP name: Provided by SOFIA administrator. 
• Unique identifier of KP: The Client himself creates a unique identifier to each 

application for example we can use the serial number of each device like unique 
identifier of KP. 

• Token: Is an alphanumeric key that enables access to SIB. Provided by SOFIA 
administrator. 

In addition, Sofia2 defines the privacy and security over any user, KP, SIB and ontology. 

6.2.2.4 Semantic interoperability 
Semantic interoperability is defined by the ontologies. Ontologies are semantic descriptions 
of a set of class’s classes and attributes with the objective to represent objects. 
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Applications  sharing  classes  (commonly  called  concepts)  from  the  same  ontology  can  
easily  exchange  information  using  specific instances of those common classes.  As 
mentioned, SOFIA2 represents ontologies in JSON format (JSON schema).  These 
ontologies are shared between applications that use the same Smart Space. 

 

6.2.3 Openness and maturity 

6.2.3.1 Existing open APIs 
As mentioned, exits several APIs to help the development in any device and in any 
language, like Java, Javascript, Python, Net, Node Js, Android, etc. These APIs are 
available in SOFIA site: 

http://sofia2.com/desarrollador_en.html 

6.2.3.2 Maturity 
Sofia2 has achieved a TRL8 (system complete and qualified) maturity level. 

6.2.3.3 Documentation 
As mentioned, in the SOFIA2 site (www.sofia2.com) exists one section called 
"DEVELOPER" and it contains documentation oriented to know the platform at any level 
(http://sofia2.com/desarrollador_en.html).  

The quality of the documentation is god and oriented to any level and different type of 
application. 

6.2.3.4 Regulation 
There are two versions: Community and Enterprise. The first is a Free Version, but it has 
several limitations to use in real environment.  The Enterprise Sofia2 version has available 
with three Editions: 

 Base Edition 

 IoT Edition 

 Advanced Analytics Edition 

The Base Edition is Suitable for management applications and facilitates Agile 
Development.  

The main characteristics of Base Edition are: 

 Management of the data model via unified UI. 

 Automatic CRUD access to the entities. 

 Simple and assisted definition of decoupled business rules. 

 Centralized console for the management of applications and modules. 

 Ontologies and assisted modelling:  from Excel, wizard, visually. 

 Multilingual APIs. 

 Rules. 

 Bidirectional communication:  REST, MQTT, JMS, WebSockets. 

 NoSQL (MongoDB) or relational databases as RTDB. 

 Dashboards and Reports. 

The IoT Edition is designed for systems those manage large volumes of information and 
produced in short periods, namely systems with a significant sensory component like:  
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 Smart Home/Building 

 Smart Retail 

 Smart Industry 

 Smart Health 

 Social Media  

 Smart Cities  

The main characteristics of IoT Edition are: 

 All characteristics of Base Edition. 

 Integration of devices and social media. 

 Big Data infrastructure over Hadoop as HDB. 

 API Manager for the publication of information as REST APIs. 

 Web Notebooks for interactive analytics. 

 Automatic and configurable migration from RTDB to HDB. 

The Advanced Analytics Edition is suitable for scenarios in which the analysis of recovered 
data is very important.  

The main characteristics of that version are:  

• All characteristics of Base Edition and IoT Edition. 

• Integration with reporting, viewing and BI tools. 

• Complete management of the life cycle of analytical models. 

• Mass data ingestion 

• Visual and assisted integration of any data source. 

• Integrated Machine learning module that enables the loading of datasets, the 
launching of algorithms, the creation and publication of models, etc. 

• Module that enables access to the information of the platform through ODBC and 
JDBC interfaces (BI tools). 

 

6.3 OPENIOT 
OpenIoT is an open source middleware platform for IoT/cloud integration that enables the on 
demand pay-as-you go delivery of IoT services such as “Sensing-as-a-Service”. OpenIoT 
main objective is to enable flexible configuration and deployment of algorithms for collection 
and filtering information streams stemming from internet-connected objects, while at the 
same time generating and processing important business/applications events. OpenIoT 
facilitates the connection of any sensor everywhere by means of enabling registered sensor 
data as virtual information that is available anytime from anywhere. OpenIoT is an awarded 
project recognised as best practice on Open Source IoT platform implemented platform for 
interconnection sensors to the cloud http://www.openiot.eu/. 

OpenIoT uses a cloud storage approach for storing the collected information form sensors 
and by using a middleware semantic platform where annotated data, known as storage 
and/or triple store is used for storing the sensor data and sensor metadata as triples in RDF 
format. RDF is a W3C standard format for representing and storing data. SPARQL query 
language is used to query the data and answer sensor data requests. The Figure 51 below 
shows the complete high-level OpenIoT architecture for demonstrating how service-as-a-
service requests are handled. 

http://www.openiot.eu/


  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 74 

 

OpenIoT is considered to be the first-of-kind open source IoT platform that enables the 
semantic interoperability between different IoT data and services in the cloud.  It takes great 
advantage of the IoT-cloud convergence in semantic web context. OpenIoT middleware is 
the outcome of a EU project that started in 2011 and ended in 2014 and since then has been 
maintained by the open source community alike the IoT European ecosystem of Io 
Platforms. OpenIoT is an acronym for Open source blueprint for large-scale self-organizing 
cloud environments for IoT applications.  OpenIoT composition is a collaborative project 
between 9 partners, 7 of which are in the EU, including NUIG, AIT, EPFL, Fraunhofer and 
others. 

 

Figure 51. OpenIoT data-flow representation. 

6.3.1 Platform Description 
OpenIoT is an architectural blueprint for the on-demand utility-based IoT applications in the 
cloud environment it provides a middleware framework for the deployment of IoT services in 
the cloud. The middleware representation and its main components is depicted in Figure 
52.The OpenIoT middleware implementation is open source and is available at 
https://github.com/OpenIotOrg/openiot.  

OpenIoT enabled the integration of geographically and administratively dispersed IoT 
services in a semantically interoperable fashion. It enabled the semantic unification of 
diverse IoT streams since it uses the W3C Semantic Sensor Networks (SSN) ontology as a 
common standard based model for representing different sensors and semantically 
annotating their data. Moreover, OpenIoT uses the linked data concept for linking related 
data sets. It integrates the Global Sensor Networks (GSN) middleware for the collection of 
data from any sensor using the concept of data virtualization. OpenIoT also provides some 
visual tools for building IoT applications using a WYSIWYG user interface. It can handle 
mobile sensors connection through a pub/subscribe service. 

As shown in Figure 2 the OpenIoT platform consists of seven main components, a “security” 
module and a “publish and subscribe” implemented module, as follows: 

https://github.com/OpenIotOrg/openiot
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Figure 52. The OpenIoT platform main components. 

6.3.1.1 The Sensor Middleware 

The Extended Global Sensor Network (X-GSN) collects, filters and combines data streams 
from virtual sensors or physical devices. It acts as a hub between the OpenIoT platform and 
the physical world. The Sensor Middleware represented in Figure 53 is deployed on the 
basis of one or more distributed instances (nodes), which may belong to different 
administrative entities. The implementation of the OpenIoT platform uses the GSN sensor 
middleware that has been extended and called X-GSN (Extended GSN).

 

Figure 53. OpenIoT sensor middleware X-GSN architecture model.
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6.3.1.2 The Cloud Data Storage  

The Cloud Data Storage (Linked Stream Middleware Light, LSM-Light) enables the storage 
of data streams stemming from the sensor middleware thereby acting as a cloud database. 
The cloud infrastructure follows a data stack as presented in Figure 54 that stores also the 
metadata required for the operation of OpenIoT platforms (functional data). The 
implementation of the OpenIoT platform uses the LSM Middleware, which has been re-
designed with push-pull data functionality and cloud interfaces for enabling additional cloud- 
based streaming processing. 

 

Figure 54. OpenIoT Linked Stream Middleware LSM-Light Data Stack.

6.3.1.3 Scheduler 
The Scheduler processes all the requests for on-demand deployment of services and 
ensures their proper access to the resources (e.g. data streams) that they require. This 
component undertakes the following tasks: it discovers the sensors and the associated data 
streams that can contribute to service setup; it manages a service and selects/enables the 
resources involved in the service provisioning. 



6.3.1.4 Service Delivery & Utility Manager 
The Service Delivery & Utility Manager performs a dual role. On the one hand, it combines 
the data streams as indicated by service workflows within the OpenIoT system in order to 
deliver the requested service (with the help of a SPARQL query provided by the Scheduler). 
To this end, this component makes use of the service description and resources identified by 
the Scheduler component. On the other hand, this component acts as a service metering 
facility that keeps track of utility metrics for each individual service. This metering 
functionality will be accordingly used to drive functionalities such as accounting, billing and 
utility-driven resource optimization. Such functionalities are essential in the scope of a utility 
(pay-as-you-go) computing paradigm. 
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6.3.1.5 Request Definition 
The Request Definition component enables on-the-fly specification of service requests to 
the OpenIoT platform. As shown in Figure 55, it comprises a set of editing tools that are 
presented in a graphical User Interface easy to understand and enabling drag-and-drop 
functionalities for offering a set of services for specifying and formulating such requests, 
while also submitting them to the Scheduler. This component is accompanied by a GUI 
(Graphical User Interface) to facilitate the services creation and management. 

 

Figure 55. OpenIoT Linked Stream Middleware LSM-Light Data Stack.

6.3.1.6 Request Presentation 
The Request Presentation component is in charge of the visualization of the outputs of a 
service that is provided within the OpenIoT platform. This component selects mash-ups from 
a library in order to facilitate service presentation composition. In order to facilitate the 
presentation of the services created, open source widgets has been integrated as depicted 
in Figure 56 It is expected that service integrators implementing/integrating solutions with the 
OpenIoT platform will enhance or even override the functionality of this component for 
creating a GUI pertaining to their solution.  



  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 78 

 

 

Figure 56. OpenIoT Request presentation Widgets for data visualization. 

6.3.1.7 Configuration and Monitoring 

The Configuration and Monitoring component enables management and configuration of 
functionalities of the sensors and the (OpenIoT) services that are deployed within the 
OpenIoT platform. 

6.3.1.8 Security module 
OpenIoT platform is implementing some security algorithms in the form of a Security module 
(CAS server) is based on Jasig CAS and provides OAuth2.0 authentication and 
authorization for all other OpenIoT modules. 

6.3.1.9 Pub-Sub server (QoS Manager) 
OpenIoT handles mobile sensors through a pub/sub server, the Pub-Sub server (QoS 
Manager) is the component which monitors over time the global demand for sensor data 
generated by MIOs and manages the data acquisition process from MIOs to achieve a 
desired sensing coverage while optimizing parameters such as energy and bandwidth 
consumption, sensor trustworthiness and/or data propagation latency.  This is known as 
CUPUS middleware, Figure 57 shows the high-level architecture of CUPUS providing 
readings from mobile sensors to the rest of OpenIoT platform.
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Figure 57. OpenIoT CUPUS Architecture for Mobility of Sensors. 

6.3.1.10 Discovery of Data Services 
OpenIoT manages the registration, data acquisition and deployment of sensors and 

interconnected objects, through X-GSN. The Figure 58 below represents the GSN container 

architecture: 
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Figure 58. OpenIoT GSN Container Architecture. 

X-GSN uses the concept of data virtualization where any sensor is represented as a virtual 
sensor. Virtual sensors are not only physical devices, they can be any abstract entity 
measuring any feature of any kind. 

First all sensors are registered to LSM so that they became discoverable by the OpenIoT 
applications. This is done through X-GSN by saving a semantically annotated representation 
of the sensor metadata is OpenIoT triple store. This annotation is done using the OpenIoT 
ontology and stored in LSM cloud store repository. Now, the sensor data is becoming 
discoverable and can be queried from upper OpenIoT layers 

The Data acquisition from sensors is achieved through using different kind of wrappers for 

different sensors. There is a wide variety of wrappers in OpenIoT that can be easily used or 

the user can develop his own specific wrapper. Virtual sensors and wrapper settings are 

specified in configuration files making the OpenIoT platform very dynamic. The following 

Figure 59 shows a sample metadata file for an X-GSN virtual sensor: 
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Figure 59. X-GSN Sample Metadata Virtual Sensor. 

 

6.3.1.10.1 IoT Linked-Data Management 

 

Figure 60. OpenIoT data-flow representation. 
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Figure 60 above shows the data-flow within OpenIoT platform and the flow itself is 
explained as follow: 

 1. Module Monitoring and Management  

 Platform instances monitoring is possible by using the monitoring UI which is part of 
the OpenIoT IDE   

 2. Sensor Configuration and Deployment  

 The sensors configuration and deployment can be facilitated by using the Schema 
Editor.  

 The generated schema can be “fed” to X-GSN so as to describe the metadata of the 
deployed sensor.  

3. Publish Available Sensors  

 X-GSN nodes “announce” the available virtual sensors to the Directory Service and 
start to publish their data in SSN compliant RDF format to the 
“virtualSensorsDataStorage” entity based on each X-GSN local configuration.  

4. Sensor Types Discovery  

 A User request from the Scheduler by using the Request Definition UI to retrieve 
from the Directory Service all the available sensor models that satisfy specific 
attributes (coordinates and radius).  

 The request is sent to the Scheduler’s “discoverService” service.  
 The Scheduler executes a combination of queries (SPARQL) to fulfil the user 

specified query provided by the previous step.  
 The Directory Service retrieves the data (the “availableSensors” entity) and replies 

back to the Scheduler with the available sensor models.  
 The reply is forwarded to the Request Definition UI from the Scheduler and the 

retrieved information is provided to the User.  

5. Service Definition  

 The User, with the help of Request Definition UI, defines the request by implementing 
rules, provided by the tool, over the reported sensor models. This information along 
with execution and service presentation preferences is placed in an OSDSpec 
(OpenIoT Service Description Specification) object  

6. Service Registration  

 This OSDSpec, from the step above, is pushed to the Scheduler with the help of 
“registerService”.  

 The Scheduler analyses the received OSDSpec and sends the request to the 
Directory Service (“serviceDescription” entity).  

7. Indirect Sensor Activation  

 X-GSN is capable of checking LSM-Light for the list of sensors currently used. If the 
sensor belongs in this list it can start populating LSM-Light with data.  
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8. Data Production  

 Data are populated from X-GSN to LSM-Light in RDF form following the OpenIoT 
ontology.  

9. Data Retrieval of RegisteredService  

 After having configured the request, the User is able to use the Request Presentation 
UI for visualizing a registered Service’s data. 

 With the help of SD&UM’s “getAvailableAppIDs” the Request Presentation retrieves 
all the registered applications/services related to a specific User (available at the 
“serviceDescription” entity). 

 Having selected a service, the User requests to retrieve the results related to it. This 
is done by submitting a “pollForReport” from the Request Presentation to the SD&UM 
having the applicationID as input.  

 The SD&UM requests (SD&UM’s “getService”) from the Directory Service to retrieve 
all related information for the specific Service (available at the “serviceDescription” 
entity).  

 The Directory Service provides this information to the SD&UM.  
 The SD&UM analyses the retrieved information, which are available in the replied 

OSMO object, and forwards the included SPARQL script (created by the Request 
Definition UI and stored by the Scheduler) to the Directory Service SPARQL 
interface.  

10. Data Visualization  

 The result is sent from Directory Service to the SD&UM, in a SparqlResultsDoc 
format. Then the SD&UM forwards it to the Request Presentation within a 
SdumServiceResultSet object that also includes information on how these data 
should be presented.  

11. User Subscription  

 If mobile sensors are used the User can subscribe for specific data/sensors at the 
Pub-Sub module.  

12. Direct Sensor Activation  

 The mobile sensors that users are subscribed to are activated from the Pub-Sub 
module.  

13. Real Time Data Streaming  

 Data populated from the mobile devices are captured in near real time and pushed to 
the subscribed users/devices. In parallel they are pushed through X-GSN to LSM-
Light storage.  

14. Real Time Data Filtering  

 Data produced from the mobile devices are filtered in near real time at the point of 
delivery to the platform based on the needs of the service.  
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15. Real Time Data Presentation 

 Data are presented in near real time to the subscribed devices.  

16. Mobile Sensor Data Adaptation 

 The mobile data are adapted and mapped to the OpenIoT ontology.  

17. Mobile Sensor Data Exchange  

 The mobile device is capable of exchanging data with hardware external sensors that 
are bound to it. 

6.3.1.11 Semantic Annotation 
The OpenIoT ontology represents a universally adopted terminology for the convergence of 

sensed data with the semantic web. It enhances existing vocabularies for sensors and 

Internet Connected Objects (ICOs), with additional concepts relevant to IoT/cloud integration 

such as terms to annotate units of measurement, raw sensor values and points of interest at 

some specific levels of granularity. In particular, the OpenIoT ontology is extending the W3C 

SSN ontology, which supports the description of the physical and processing structure of 

sensors. Sensors are not constrained to physical sensing devices: rather a sensor is 

anything that can estimate/calculate the value of a phenomenon. Thus, either a device or 

computational process or a combination of them could play the role of a sensor. The 

representation of a sensor in the ontology links together what it measures (the domain 

phenomena), the physical sensor (the device) and its functions and processing (the models).  

The OpenIoT ontology is available as a single OWL file, and provides the means for a semi-

automatically generated documentation. Additional annotations have been added to split the 

ontology into thematic modules. The implementation of the ontology and its integration in the 

OpenIoT architecture are realized through the LSM middle- ware. LSM transforms the data 

from virtual sensors into Linked Data stored in RDF (Resource Description Format), which is 

de facto queried using SPARQL. In the context of IoT applications in general and LSM in 

particular, such queries refer typically to sensor metadata and historical sensor readings. 

The SPARQL endpoint of LSM provides the interface to issue these types of queries. The 

RDF triple store deployed by LSM is based on OpenLink Virtuoso and provides a Linked 

Data query processor that supports the SPARQL 1.1 standard. While SPARQL queries are 

executed once over the entire collection and discarded after the results are produced, 

queries over Linked Stream Data are continuous. Continuous queries are first registered in 

the system, and continuously executed as new data arrives, with new results being output as 

soon as they are produced. LSM provides a wide range of interfaces (wrappers) for 

accessing sensor readings such as physical connections, middleware APIs, and database 

connections. Each wrapper is pluggable at runtime so that wrappers can be developed to 

connect new types of sensors into a live system when the system is running. The wrappers 

output the data in a unified format, following the data layout described in the OpenIoT 

ontology.  
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6.3.1.12 IoT Workflow Management 
The Internet of Things refers, erroneously, only to device capacity and the way connected 
devices called "objects" or "things" interact with each other and with a gateway. However 
there are more than just devices and their performance in the IoT, even for devices with 
good computing capacity such as smartphones, the information collected surpasses the 
limits of their constrained environment in terms of processing capacity and storage. The 
OpenIoT stack [10] has been designed in the context of IoT systems and cloud 
infrastructures as a representation from Open Source platform for the Internet of Things into 
the cloud. The IoT stack is the methodology that defines and establishes the relations 
between the operations and the role that "things" can play in the whole IoT system(s), 
likewise it represents the functionality or services that applications are able to provide and 
support. Intermediate functions and methods are also defined as part of an identified 
middle/mediation process. The stack for service delivery models and interoperability for the 
Internet of Things is shown in Figure 11.  

The Figure 61 below depicts the OpenIoT stack for service delivery model and 
Interoperability. The support that information systems and the IoT service infrastructure 
(cloud) can provide for using that information are therefore part of the same Internet of 
Things paradigm. The elements described in the so called “OpenIoT Stack” are part of a 
process with relations and interactions for the IoT landscape. The main characteristics and 
functional layers of the IoT Stack rely on the capacities of an IoT system to allocate functions 
and operations accordingly across those layers. From the Physical Device Level where raw 
data formats are handled and collected, identified and handled seamlessly to a more 
organized virtualized architecture with a well-defined format-driven information system that 
(as much as possible) follows standards supporting applications and enabling services at a 
more high business level. At this business level of the IoT Stack the general interoperability 
process relies more on "intelligence" supported by information services, and as result of 
monitoring, statistical and analytical processes [11] rather than physical device capacity. In 
between there are some layers, between them; there is a Sensor Middleware Level for data 
transformation and adaptation. Semantic Level data management tools are provided to 
query information and offer intermediate access from application to data by means of linked 
data and at the Application Level data formal representations reduce the burden of 
performing common aggregation. At the Business Level also provisioning and visualizations 
for end users are offered as a service. 
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Figure 61. OpenIoT IoT Stack Workflow Representation. 

6.3.2 Mapping to AIOTES 
OpenIoT is a fully open source middleware platform and for this offers a series of features 
and reusable assets, for the landscape of IoT platforms technology, from Solutions 
(applications and virtual IoT/cloud integration interfaces) to Sensor (physical). OpenIoT main 
attribute is the capacity for enabling the on-demand pay-as-you go delivery of IoT services 
such as “Sensing-as-a-Service”. 

6.3.2.1 OpenIoT Key features MAPPING to ACTIVAGE Project 

OpenIoT has assets for enabling flexible configuration and deployment of algorithms for 
collection and filtering information streams stemming from internet-connected objects, while 
at the same time generating and processing important business/applications events. All 
these assets are in the form of software components and example services that can enrich 
any other IoT platform design. They are presented in Table 1. 

 

Table 1. OpenIoT Key features MAPPING to ACTIVAGE Project. 

Feature 
Definition 

OpenIoT Feature description 
Relevance to 

ACTIVAGE project 

SENSOR LEVEL Component Vs ACTIVAGE Components 

X-GSN     
Sensors 
Networks 

The orchestration of sensors, self-
organisations is part of the core 
functionalities in OpenIoT by means of X-
GSN component and Software Wrappers, 
Open-IoT platforms is capable to 
interconnect any sensors network 
technology 

X-GSN is a core 
system in OpenIoT that 
could make any legacy 
technology compatible 
with OpenIoT. 
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Sensor   
Networks 
Wrapper 

Wrappers are the software component that 
reside at the OpenIoT platform level and 
that can be customized for enabling the 
connection (virtual interfaces) between 
sensors SDK, Sensor Interfaces, Wrappers 
can also reside in the sensor level if this 
last is capable to host computation 
resources 

OpenIoT Wrappers in 
could be useful for the 
interconnection with 
compatible legacy 
technology. i.e. Tiny-
OS, Contiki, etc. 

Sensors 
Scalability 

OpenIoT describe the hardware deployed 
thoroughly using semantic annotation, this 
is important because the concept of 
resource is sometimes different from one 
IoT Platforms to another (there are even 
different meanings within some platforms)  

Scale, Interconnect 
and Integrate 
Heterogeneity, mainly 
to define the absolute 
number of devices 
deployed in the IoT 
Platforms. 

CUPUS Mobility 
of Sensors 
Location 

OpenIoT CUPUS component offers 
geographic situation of the deployed 
infrastructure indicating whether they are 
indoor or outdoor, fixed or mobile. 

Scale, Heterogeneity, 
Mobility and 
localization of sensors 
at the deployment sites 

Type of sensors 

Specification of the phenomenon that each 
of the deployed sensors is able to monitor. 
In case a particular feature of the sensor 
(accuracy, range, etc.) is of special 
relevance, it should be highlighted. 

Enable ACTIVAGE 
Heterogeneity, and 
Experimentation 
realism 

Type of actuators 

Specification of the actuation possibilities 
offered by the deployed device. Moreover, 
it is relevant to know if there are resources 
on which is possible to actuate (e.g. RFID, 
QR or NFC tag, etc.) 

Enable ACTIVAGE 
Heterogeneity, 
Experimentation 
realism 

Sensors 
Identification 

Type of Sensors specification is important 
to identify and specify the phenomenon that 
each of the deployed sensors is able to 
monitor. In case a particular feature of the 
sensor (accuracy, range, etc.) is of special 
relevance, it should be highlighted. 

Enable    
Sensor/device 
annotation and 
identification amongst 
other technologies. 

Type of Actuators 
Classification 

Specification of the actuation possibilities 
offered by the deployed device. Moreover, 
it is relevant to know if there are resources 
on which is possible to actuate (e.g. RFID, 
QR or NFC tag, etc.) 

Enable 
Actuator/Device 
Heterogeneity, 
Experimentation 
realism 

Communication 
protocols 

Communication technologies used and 
network architecture are not the main 
objective in OpenIoT nevertheless sensor 
and network protocols are described in the 
ontology for easy adoption. 

Mobility, Autonomy, 
connection, etc. 
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VIRTUAL INFRASTRUCTURES / PLATFORM LEVEL Vs ACTIVAGE Architecture 

LSM-Light  
Resource 
(Sensors) 

Registration 

OpenIoT LSM-Light allows the 
management of data from the absolute 
number of devices deployed in the 
Platform. The concept of resource is 
sometimes different from one Platform to 
another (there are even different meanings 
within some Platforms) so it is important to 
describe hardware deployed thoroughly. 

Scale, Heterogeneity, 
Integration in a 
common data 
repository for 
ACTIVAGE sensors 

Scheduler 
Management and 

Location of 
Services 

OpenIoT Scheduler software component 
offers operational conditions of the 
deployed sensors infrastructure indicating 
whether they are indoor or outdoor, fixed or 
mobile, and also available or not available, 
etc. 

Organisational 
perspective for 
ACTIVAGE software 
components like 
Heterogeneity, utility, 
etc. 

Datasets or data-
streams 

Management 

Possibility to access real-time and/or 
historic information based on defined Query 
language 

Management of 
information, cross-
deployment site data 
exchange realism, 
Data-centricity 

OpenIoT APIs 

Several APIs for description of the methods 
available for accessing the experimentation 
services throughout the whole experiment 
lifecycle. Details are available at: 
https://github.com/OpenIotOrg/openiot 

Concurrency and 
accessibility to data at 
global and Local 
deployment Sited 

Sensor SERVICES and Data APPLICATIONS Vs ACTIVAGE Web Service 

SDUM 
Applications 

Manager 

OpenIoT Service Delivery and Utility 
Manager (SDUM) offers a summary of 
applications or experiments developed on 
top of the Platform in the form of List of 
Services 

Experimentation 
realism, 
implementation of 
services at overall 
marketplace and at 
local deployment sites 

CAS       
Openness / 

Security 

OpenIoT Control Access Server (CAS) 
defines the relationships that must to exist 
between the user of the data and the 
Platform maintainer if any information will 
be available and/or to share. Methods to 
guarantee access control to the Platform 
experimentation services. 

Concurrency, 
Autonomy, Security, 
interoperability and 
Exchange of 
Information at Local 
and Global 
Deployment Sites 

Semantics 

 

Support of annotated information using 
W3C standards and particularly XG-SSN 
the Semantic Sensor Network Ontology. 

 

Concurrency, 
Autonomy, Semantic 
Interoperability Cross 
Deployment Site 
platforms etc. 
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VIRTUOSO   
Data Store 

OpenIoT uses a VIRTUOSO triple store as 
the repository for annotated Data in RDF. 
Another possibility is to replace this with 
JENA and use HJENA API. 

Scale, Data Storage, 
Data Management at 
the ACTIVAGE local 
deployment site 

Federation 

OpenIoT offers established links with other 
experimentation facilities by means of 
interfaces definition for connection of 
different instances.  

Scale, Data-centricity, 
Heterogeneity, 
exchange of 
Information 

 

6.3.3 Openness and maturity 

This section includes the Openness Features of OpenIoT. The abstract definition of key 
features represents hereby the basis on ACTIVAGE deployment site. Platforms will benefit 
from the point of view of open source platforms through the respective Open Source licences 
compatibility that has to be detailed and to be carried out during the ACTIVAGE project. 

6.3.3.1 OpenIoT Midleware Open Source Code 

OpenIoT is a joint effort of prominent open source contributors towards enabling a new 
range of open large-scale intelligent IoT (Internet-of- things) applications according to a utility 
cloud computing delivery model. Awarded in 2013 as open source project rookie of the year 
by blackduck software company, Boston, MA, USA OpenIoT has been uses in several other 
open source project initiatives and European Projects. The Source Code is maintained and 
the technical team offers support in a regular basis. 

OpenIoT is pertinent to a wide range of interrelated scientific and technological areas:  

 Sensor networks, 

 Middleware for sensors 

 Ontologies, semantic models 

 Semantic annotations  

 Internet-connected objects representation 

 Semantic open-linked data techniques 

 Cloud/Utility computing,  

 Utility based security and  

 Privacy schemes. 
 

OpenIoT project including documentation is accessible at:  
https://github.com/OpenIotOrg/openiot 
 
 

6.3.3.2 OpenIoT VIRTUAL BOX Middleware Instantiation 
 

Version 0.1.1 

https://github.com/OpenIotOrg/openiot
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The first version of an Oracle Virtual Box (running Linux) with the complete OpenIoT platform 
pre-installed and preconfigured for use/development has been released.  
 
Virtual Box features the OpenIoT second release (v0.1.1) having a size of 5.7 GB. 
Documentation of the specifications and how to use the Virtual Box are available and the 
past version sand evolution of the OpenIoT platform can be track from here: 
https://github.com/OpenIotOrg/openiot/releases 
 
Version 0.6.1 
The Second version of an Oracle Virtual Box (running Linux) with the complete OpenIoT 
platform pre-installed and preconfigured for use/development has been released.  
It can be downloaded from:  
https://github.com/OpenIotOrg/openiot/releases 
 
The Virtual Box features the OpenIoT third release (v0.6.1) having a size of 6.92 GB. 
Documentation of the specifications and how to use the Virtual Box can be found at the 
following directory: 
https://github.com/OpenIotOrg/openiot/wiki/Documentation 
 
Major features have been added and many bugs have been fixed since the last release that 
is also depicted in the release version progression. 

 

6.4 SENSINACT 
6.4.1 Platform Description 
sensiNact is a horizontal platform dedicated to IoT and particularly used in various smart city 
and smart home applications. sensiNact aims at managing IoT protocols and devices 
heterogeneity and provides synchronous (on demand) and asynchronous (periodic or event 
based) access to data/actions of IoT devices, as well as access to historic data with generic 
and easy-to-use API. To achieve these objectives, sensiNact comes with two 
complementary frameworks: 

 sensiNact Platform interconnects IoT devices using different southbound IoT 

protocols such as Zigbee, EnOcean, LoRa, XBee, MQTT, XMPP, as well as 

platforms such as FIWARE and allows access to them with various northbound 

protocols such as HTTP REST, MQTT, XMPP, JSON RPC and CDMI. The gateway 

can also host applications and manage them using an application manager module. 

 sensiNact Studio proposes an IDE (Integrated Development Environment) based on 

Eclipse to manage the existing devices, in addition to develop, deploy and manage 

IoT applications. 

More information about sensiNact can be found at the http://open-platforms.eu portal, which 
is managed by the European IoT Platforms Initiative (IoT-EPI35). sensiNact has recently 
been released as an open source project in Eclipse community36.  

                                                

 
35

http://iot-epi.eu/ 

36
https://projects.eclipse.org/proposals/eclipse-sensinact 

https://github.com/OpenIotOrg/openiot/releases
https://github.com/OpenIotOrg/openiot/releases
http://open-platforms.eu/
http://iot-epi.eu/
https://projects.eclipse.org/proposals/eclipse-sensinact
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Figure 62. sensiNact platform and Studio overall view. 

The sensiNact platform is composed of five functional groups and their relative interfaces 
(see Figure 63):  

 The Device Protocol Adapter abstracts the specific connectivity technology of 

wireless sensor networks. It is composed of the bridges associated to protocol 

stacks. All the bridges comply with a generic Device Access API used to interact 

with northbound sensiNact services. 

 The Smart Object Access and Control implements the core functionalities of 

sensiNact such as discovering devices and resources, securing communication 

among devices and consumers of their services, etc. 

 The Consumer API is protocol agnostic and exposes services of the Smart Object 

Access and Control functional to Consumers.  

 The Consumer Protocol Adapter consists of a set of protocol bridges, translating the 

Consumer API interface into specific application protocols.  

 The Gateway Management functional group includes all the components needed to 

ease management of devices connected to sensiNact, regardless of their underlying 

technologies. A Device Management API is used for this purpose. This functional 

group also contains the components managing cache, resource directory and 

security services. These management features are exposed by means of the 

Gateway Management API.  

 And finally the Manager Protocol Adapter allows adapting the Gateway Management 

API to the specific protocols used by different external management entities.  

 

../../../projets/ClouT/WP5/dissemination materiels/ClouT Video/010Seq.mp4
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Figure 63. sensiNact overall architecture. 

The Smart Object Access and Control functional group described above in this section 
includes a large number of functionalities: 

 It handles the communication with the Consumer Protocol Adapter (REST API, 

JSON RPC, etc.) and IoT (and non-IoT) devices, providing URI mapping, incoming 

data/messages translation in an internal format and outgoing data/messages 

translation in Consumer format. Whenever a Consumer tries to access a resource 

via Consumer API, the requested URI is forwarded to the Resource Manager in 

order to check if a specific resource descriptor exists or not inside the Resource 

Directory and to verify its accessibility status. If a resource descriptor doesn’t exist, a 

message response with error code is returned to the Consumer API. Otherwise, the 

request is forwarded to the right interface. At the same time whenever response is 

originated form IoT device (or abstract IoT device), it will be also forwarded to its 

logical counterpart in order to update the resource representation in the gateway.  

 It manages the subscription/notification phases towards the Consumer, if it is not 

handled by the targeted device (service) itself  

 It supports Devices and Resource Discovery and Resource Management 

capabilities, to keep track of IoT Resource descriptions that reflect those resources 

that are reachable via the gateway. These can be both IoT Resources, or resources 

hosted by legacy devices that are exposed as abstracted IoT Resources. Moreover, 

resources can be hosted on the gateway itself. The Resource Management 

functionality enables to publish resources in sensiNact, and also for the Consumer 

to discover what resources are actually available from the gateway; sensiNact 

Service and Resource model allows exposing the resources provided by an 

individual service. The latter, characterized by a service identifier, represents a 

concrete physical device or a logical entity not directly bound to any device. Each 
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service exposes resources and could use resources provided by other services. 

Figure 64 depicts the Service and Resource model. 

 

 

Figure 64. Generic data model. This generic data model allows a similar access to the sensors and 
actuators using heterogenerous protocols. 

Discovering and using resources exposed by Services is a favoured approach for avoiding 
using static service interfaces and then increase interoperability. Therefore, sensiNact 
Services and their exposed resources are registered into Service/Resource repositories. The 
gateway uses the OSGi service registry as Service/Resource repository, where resources 
are registered as service properties. Clients ask the Service/Resource repository for 
resources fulfilling a set of specified properties (defined by LDAP filters). In response, the 
Service/Resource repository sends clients the list of service references that expose the 
requested and authorized resources. Clients can then access/manipulate the resources 
exposed by their selected service objects. 

Resources and services can be exposed for remote discovery and access using different 
communication protocols, such as HTTP REST, JSON-RPC, etc., and advanced features 
may also be supported (as semantic-based lookup). Resources can be classified as shown 
in Table 2, while the access methods are described in Table 3. 
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Table 2. Resources types and description. 

TYPE DESCRIPTION 

SENSORDATA 
Sensory data provided by a service. This is real-time information 
provided, for example, by the SmartObject that measures physical 
quantities.  

ACTION 

Functionality provided by a service. This is mostly an actuation on 
the physical environment via an actuator SmartObject supporting this 
functionality (turn on light, open door, etc.) but can also be a request 
to do a virtual action (play a multimedia on a TV, make a parking 
space reservation, etc.)  

STATEVARIABLE 

Information representing a SmartObject state variable of the service. 
This variable is most likely to be modified by an action (turn on light 
modifies the light state, opening door changes the door state, etc.) 
but also to intrinsic conditions associated to the working procedure of 
the service  

PROPERTY 
Property exposed by a service. This is information which is likely to 
be static (owner, model, vendor, static location, etc.). In some cases, 
this property can be allowed to be modified.  

 

Table 3. Resource's access method. 

TYPE DESCRIPTION 

GET Get the value attribute of the resource  

SET Sets a given new value as the data value of the resource  

ACT Invokes the resource (method execution) with a set of defined parameters  

SUBSCRIBE Subscribes to the resource with optional condition and periodicity  

UNSUBSCRIBE Remove an existing subscription  

 

The access methods that can be associated to a resource depend on the resource type, for 
example, a GET method can only be associated to resources of type Property, StateVariable 
and SensorData. A SET method can only be associated to StateVariable and modifiable 
Property resources. An ACT method can only be associated to an Action resources. 
SUBSCRIBE and UNSUBSCRIBE methods can be associated to any resources. 

 

6.4.1.1 Application Hosting 
sensiNact (sNa) has a component, namely, AppManager, which aims at creating higher level 
applications based on the resources provided by the sensiNact gateway. The AppManager 
provides a way to develop event driven applications, i.e., based on the Event-Condition-
Actions (ECA) axiom. Thus, the application is only triggered when the required events occur. 
Then, if all conditions are satisfied, the actions are done. Events are created from sNa 
sensors and the actions are performed using the sNa actuators available in the environment. 
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6.4.1.1.1 Data model and JSON format 
The AppManager assumes that an application is a set of bound components. Each 
component processes a single function (e.g., addition, comparison, action). The result of this 
function is stored in a variable in the current instance of the application. The components 
using this result as input listen to the corresponding variable. When the variable changes, 
they are notified and can process their own function, leading to a new result. 

 

Figure 65. Architecture of a sNa component. 

The component is the atomic element of an application, thus an application can consider a 
single component to perform an action. It holds the minimal requirements to create an ECA 
application: 

 Events: events that trigger the process of a component. Trigger can be conditioned to 
a specific event or a specific value of the event (e.g., when the value of the sensor 
reach a threshold) ; 

 Function: function wrapped in the component (e.g., addition, comparison, action). 
The acquisition of the parameters is realized in the transition block before the 
function block; 

 Parameters: parameters of the function that are not available in the event (e.g., static 
value, sensors values). 

 Output: result of the function that is stored in a variable and that triggers a new event. 

 Properties: non-functional properties of the component (e.g., register the result as a 
new resource in sNa). 

The AppManager is a sNa service provider, thus it provides an INSTALL and an 
UNINSTALL resources, enabling a client to install/uninstall an application. These resources 
are accessible using the different bridges. 

A sNa application is described using a JSON file. We developed a specific Architecture 
Description Language (ADL) to describe the components used in an application and the 
bindings between the components. 

The following JSON code example corresponds to the code of a single component: 
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Figure 66. JSON example of a sNa component. 

This component specifies that when the resource1 is greater or equals to 100, the 
function_name is called with the string parameter "ON". The result of the function is stored in 
the output_name variable and triggers a new event that may be used by others components. 

The supported types are: 

 Primitives types: integer, boolean, long, double, float, string. This is used to 
described a static variable; 

 Resource type: resource. This is used to refer to a resource. If this is set in the JSON 
Event section of the JSON, a SUBSCRIBE is done on the resource. If this is done in 
any JSON Parameters section, a GET is done on the resource and returns the 
current value; 

 Variable type: variable. This is used to refer to the output of a previously processed 
component; 

 Event type: event. This is used to refer to the value of the event that triggers the 
function. This type is never used in the condition of the JSON Event section. 

Here after is a synthesis of the type that can be used in the different parts of the JSON file. 

 

 

 

 

 

 

{ 

"events": [{ 

"value": "resource1", 

"type": "resource", 

"condition": { 

"operator": ">=", 

"value": 100, 

"type": "integer" 

} 

}], 

"function": "function_name", 

"parameters": [{ 

"value": "ON", 

"type": "string" 

}], 

"properties": {}, 

"output": "output_name" 

} 
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Table 4. Types used in the JSON component. 

 PRIMITIVE 
TYPES 

RESOURCE 
TYPE 

VARIABLE 
TYPE 

EVENT 
TYPE 

IN EVENT TYPE No Yes Yes No 

IN EVENT/CONDITION 
TYPE 

Yes Yes Yes No 

IN PARAMETERS 
TYPE 

Yes Yes Yes Yes 

The AppManager supports the validation of the JSON files against a JSON schema. 
Schemas exist in the plugins and may be used by the developers of the applications. 

 

6.4.1.1.2 Architecture 
The AppManager is designed to be used as any sNa service provider. Thus it provides an 
“Install” and an “Uninstall” resource, enabling a client to install/uninstall an application. These 
resources are accessible using different bridges, such as any actuators. 

The AppManager architecture is also designed to easily add new functions and to handle the 
lifecycle of applications in order to perform checks. 

 

6.4.1.1.2.1 Plugins 

Plugins enable to add new function to the AppManager. New plugins require to implements 
the mandatory interfaces Java interface to be found in the OSGi registry and thus be used 
by the AppManager. The AppManager is currently supporting the following functions. 

 

Table 5. Functions supported by the plugins of the AppManager. 

PLUGIN FUNCTIONS SUPPORTED 

BASIC 
PLUGIN 

various operators (e.g., equals, greater than, lesser than, different), addition, 
subtraction, division, multiplication, modulo, concatenation, substring, ACT and SET 
methods on resources 

CEP PLUGIN after, before, coincides, average, average deviation, count, max, min, median, 
standard deviation, sum 

 

6.4.1.1.2.2 Lifecycle 

The AppManager provides a lifecycle to manage the applications. It enables to process 
various checks during different steps of the lifecycle of the application (e.g., ADL 
consistency, resource permissions). The first step is to install the application, i.e., send the 
ADL of the application. If there is a problem, the AppManager returns an error. Once the 
application is installed, it can be started and its state changes to “Resolving”. If there is a 
problem during this step, the application enters in the “Unresolved” state. Otherwise, the 
application is active until it is stopped or an exception occurs. 
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Figure 67. Lifecycle of an application. 

6.4.1.1.2.3 Instances 

The AppManager allows multiple instances of the same application to run in parallel. When 
an event occurs, the InstanceFactory of the application instantiates a new set of components 
and passes the event to the first component. The number of instances can be set in the 
application properties. If, there is more events than available instances, events are stored 
and processed when an instance ends. 

6.4.1.1.3 sensiNact Studio  
sensiNact Studio allows an easy interaction with the IoT devices and the creation of 
applications. The Studio is based on the Eclipse platform and built as a rich client platform 
application. The Graphical User Interface (GUI) is developed using the views mechanism 
from Eclipse. Thus, it proposes views for browsing devices, locating devices on a map and 
interacting with them, i.e., getting value from sensors or performing actions on actuators. 
The Studio is also targeted to ease the creation of IoT application following the Event-
Condition-Action (ECA) pattern. 

 

 

Figure 68. sensiNact Studio Graphical User Interface. 



  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 99 

 

The GUI (Figure 68) includes different views: navigator, deployment, properties views, as 
well as a Domain Specific Language (DSL) editor. 

6.4.1.2 Browsing devices 
Before users can use the studio for managing devices and applications, they need to 
connect a sensiNact gateway. This action is performed by clicking on the plus sign icon on 
the device navigator. Then, gateway information have to be provided (Figure 69). 

 

 

Figure 69. Gateway configuration. 

Once the information have been provided and the dialog validated, the Gateway is added to 
the Navigator View. To display and browse the available devices imported by this gateway, 
connecting to it is needed. This action is performed using the connect button (Figure 70). 

 

Figure 70. Gateway connection. 

The device Navigator View is then populated, and pin points are displayed on the map. By 
clicking on attributes names, it is possible to get the current value for the considered 
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attribute. It is also possible to see attributes values on the map, clicking on the pin points 
(see Figure 70). 

6.4.1.3 Application creation 

 

Figure 71. Application creation. 

The SensiNact Studio allows the creation of applications to be executed on the gateway. 
Creating an application is performed by writing a script using a dedicated syntax, and 
deploying this script to the gateway. 

On Figure 71, a project has been created on the project explorer view (on the left). In this 
project, a script named speed-limit.sna has been created, and is being edited. As the figures 
shows, the editor provides code highlighting (some keywords are displayed in a special font), 
code completion (with popups) and a syntax validator which displays red crosses on the 
script margin in case of error. 

The dedicated syntax, a Domain Specific Language, is composed by the following blocks: 

 The shortcut block: each resource is accessible through a unique URI, which can be 
quite long. This block aims at creating shortcut for the next blocks. 

 The event block: the developer defines on which resources the application is 
triggered. When an event is thrown and is a valid trigger, the conditional block is 
executed. 

 The conditional block: once the application has been triggered, and before any action 
can be executed, the data from the resource has to satisfy the conditional block. The 
keyword for this block is if followed by the conditions to be validated. 

 The actions statements: if the conditional block is satisfied, actions are performed in 
the order that they are listed. The actions can be physical actions on actuators or 
virtual actions such as changing the format of a data using a mathematical function. 
The available actions, also named functions, are listed below: 

 Basic functions: addition, subtraction, division, multiplication, modulo, string 
concatenation, substring, various operators (e.g., equals, greater than, lesser than, 
different), ACT and SET methods on sensiNact resources. 

 Complex Event Processing functions: after, before, coincides, average, average 
deviation, count, max, min, median, standard deviation and sum. 
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Table 6 shows the basic structure for writing a script. 

Table 6. SensiNact Domain specific language basic syntax. 

[resource<resource>]+ Shortcut block, which must contains at least one statement. 

on<events>+ The event block, lists the events triggering the script. At least one 

event must be provided. 

[if<condition>do]+ 

[<actions>]+ 

[else do]? 

[<actions>]?+ 

end if; 

The conditional block, which lists actions to be performed based on 

conditions. 

 

Once the script has been written, it can be deployed to the gateway where it will be 
executed. This is performed using a right click on the script file (see Figure 72). 

 

 

Figure 72. Application deployment. 

6.4.1.4 Application monitoring 
After the application has been deployed, a new set of resources is automatically created 
under the AppManager device. You can browse those resources into the Device Navigator 
View (Figure 73). 
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Figure 73. Application management resources. 

First of all, a new service is created with the name of the sNa file (without the extension). In 
our example, it is speed-limit. This service representing the application always contains a 
standard set of resources (Table 7). 

Table 7. Application management resources. 

Resource 
Type Description 

autorestart property In case of failure, decides if the 

application should be 

automatically started again 

content property Script file content 

EXCEPTION action Deprecated 

location property GSP location which can be used 

if it makes sense  

maxinstances property Number of parallel instances 

which should be started 

resetOnStop property On Stop, decides if the generated 

resources by the application 

should be destroyed or kept 

START action Starts the application 

status state variable Current status of the application: 

START/STOP/... 

STOP action Stops the application 

UNINSTALL action Removes the application 

 

To start the application, simply double click on the START resource. This will launch the start 
action, which will run the script. 
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Figure 74. Application start-up. 

Figure 74 shows that the application is up and running on the server. The studio can be used 
to check if the application has the expected behaviour, by querying the resources. The 
studio can also be shut down, since the applications are executed on the gateway. 

 

6.4.1.5 Connectivity 
sensiNact is OSGi based and so developed using the Java programming language. It can be 
used with an embedded SQLite database when holding its authentication service, but can 
also be integrated in a pre-existing architecture providing its own authentication mechanism. 
In terms of connectivity (cf. Figure 75), on the southbound side the sensiNact gateway 
allows to cope both with “physical device” protocols and “virtual device” ones, allowing a 
uniform and transparent access to an XBee network, or an HTTP Restful web service for 
example. Here's pell-mell a non-exhaustive list of supported protocols:  

- EnOcean, concerting energy harvesting wireless sensor technology (ultra-low-power 

radio technology for free wireless sensors), and protocols in use to interact with those 

sensors;  

- Bluetooth Low Energy, which is a personal area network, low power protocol 

designed mainly for healthcare or entertainment type of applications;  

- MQTT, which is a machine-to-machine protocol, lightweight publish/subscribe 

messaging transport, useful for connections with remote locations where a small 

code footprint is required and/or network bandwidth is at a premium;  

- ZigBee based protocols (XBee for example);  

- CoAP, which is a REST application protocol, designed to be “the HTTP for 

constrained networks and devices” whose concept originated from the idea that "the 

Internet Protocol could and should be applied even to the smallest devices," and that 

low-power devices with limited processing capabilities should be able to participate in 

the Internet of Things; it is usually used on top of a 6LoWPAN network, but it may 

travel regular IP networks as well (it is used by the OMA LWM2M protocol, for 

instance). 

On the northbound side the sensiNact gateway provides both client/server and 
publish/subscribe access protocols:  
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- MQTT ;  

- JSON-RPC (1.0 and 2.0) ; 

- HTTP RESTful ; 

- CDMI. 

 

Figure 75. sensiNact connectivity environment. 

 

6.4.2 Mapping to AIOTES 

6.4.2.1 Developer tools 
On top of the platform, sensiNact proposes a development tool (sensiNact Studio) that 
allows managing devices/services connected to the platform and rapidly creating 
applications and deploying them to the platform. It is a service composition tool which assists 
developers in building applications by binding the services via events and actions. With a 
Domain Specific Language, the developers can express the application logic in terms of 
ECA (Event-Condition-Action) rules, which is verified and validated by the tool before its 
deployment into the sensiNact platform. The application developers can then remotely 
monitor and manage applications (install, start, stop, uninstall, etc.). The tool also provides 
means to easily build support for new types of protocols and platforms and add it to the 
platform on-the-fly. 

sensiNact provides connectivity support to those data sources including today’s IoT 
protocols and platforms such as LoRa, Zigbee, IEEE 802.15.4, Sigfox, enOcean, MQTT, 
XMPP, NGSI, HTTP, CoAP, etc. With its modular approach, connectivity support for new 
protocols can be rapidly developed and dynamically added to the platform, even at run-time. 

6.4.2.2 Data and event processing  
sensiNact follows a distributed approach for data and event processing. From the device 
layer to the Cloud layer, passing through the gateway level, data are processed as close as 
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possible to the data source. sensiNact provides data processing functions, varying from 
simple filters to more complex aggregation functions on streaming data. sensiNact also 
provides extension points allowing addition of new functions to the platform. 

6.4.3 Openness and maturity 

6.4.3.1 Existing Open APIs 
sensiNact platform provides a unified view over those heterogeneous sources of data and 
action. With the lack of a de facto standard data model today in the IoT domain, sensiNact 
adopts a generic and extensible data model to facilitate building adapters for various 
protocols. Its core model based on 4 types of resources: sensor data, action, state variables, 
and properties. Those resources are accessible by generic and easy to use Application 
Programming Interfaces (API) providing synchronous (on demand) and asynchronous 
(periodic or event based) access to data/actions of IoT devices, as well as access to historic 
data. 

6.4.3.2 Documentation  
The Open Platforms Portal site (http://open-platforms.eu/) contains documentation oriented 
to know the platform at any level (http://open-platforms.eu/library/sensinact-aka-butler-smart-
gateway/). 

 

6.5 FIWARE 
6.5.1 Platform Description 
FIWARE37 is an open middleware platform for IoT, supported by the European Commission 
Union under the Future Internet Public Private Partnership Programme38. FIWARE provides 
public and royalty-free API specifications and interoperable protocols for the creation of new 
internet services and applications. Moreover, reference open-source implementations of its 
components are freely available. 

 

                                                

 
37

https://www.fiware.org/ 

38
https://www.fi-ppp.eu/ 

https://www.fiware.org/
https://www.fi-ppp.eu/
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Figure 76. FIWARE architecture with the main Generic Enablers. Source: https://forge.fiware.org/ 

FIWARE provides a set of shared and reusable tools and libraries, known as Generic 
Enablers (GE), that cover the following areas39: 

 Data/Context 

 IoT 

 Advanced UI 

 Security 

 Interface to Networks and Devices (I2ND) 

 Applications 

 Cloud 

6.5.1.1 Data Management 
FIWARE enables data portability for different applications and provides a set of GEs that 
allow the access to relevant information via the NGSI API, thus providing a fast and efficient 
way to collect, publish, exchange, process and analyse massive data amounts. FIWARE 
data management allows: 

 The generation of context information and subscription to context events from 

different sources. 

 The management of context changes through events. 

                                                

 

39
http://catalogue.fiware.org/ 

http://catalogue.fiware.org/
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 Aggregated processing of large amounts of context information making use of Big 

Data techniques. 

 Data streams processing, such as multimedia or video streams. 

 Standard management of context information. 

 Real-time management of public data. 

 The use of existing data to enrich applications. 

 

 

Figure 77. FIWARE data management overview. Source: https://forge.fiware.org/ 

Context management plays a key role in FIWARE. The mechanisms to generate, collect and 
publish context information for its use in applications are provided by this platform through 
the Context Broker. 

 

6.5.1.2 IoT Context Broker 
The IoT Context Broker manages the communication between applications and devices or 
gateways in order to decouple IoT applications from device installations. The IoT Context 
Broker communicates with the IoT devices and applications via the NGSI protocol and 
allows the generation and reception of context event notifications. 

 

https://forge.fiware.org/
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Figure 78: Internal scheme of the FIWARE IoT Broker. Source: https://forge.fiware.org/ 

 

Moreover, there are other GEs that offer services that can be associated with the IoT Broker: 

 The IoT Discovery GE provides resource discovery and device registry. 

 The IoT Data Edge Consolidation GE offers tools for real-time data filtering, 

aggregation and other processes. 

 The Backend Device Management allows Agent definition and management. 

 The Protocol Adapter provides support for CoAP’s 6LoWPAN protocol.  

 

6.5.1.3 Cloud VM Management 
FIWARE provides the support for a cloud hosting infrastructure through GEs that are 
accessible through REST APIs. FIWARE Cloud architecture includes the following services: 

 FIWARE IaaS services manage the storage, computing and network resources of the 

cloud infrastructure. The components of this service set are listed below: 

o FIWARE Cloud Compute Service provides the ability to manage VM and 

Linux Containers, as well as their associated resources. 

o FIWARE Cloud Image Service allows the management of pre-built disk 

images for VMs or Linux Containers. 

o FIWARE Cloud Volume Service provides the ability to manage block storage. 

o FIWARE Cloud Network Service offers tools for the management and 

provisioning of virtual networks. 

o FIWARE Cloud Orchestration Service provides the ability to manage 

collections of basic resources, such as VMs or Linux containers, and their 

inter-dependencies. 
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 FIWARE Cloud Object Storage Service, which provides an efficient and scalable 

repository for data and metadata. 

 FIWARE Cloud Application Management Service, which offers tools for the 

management and configuration of complex applications and VM software. 

 FIWARE Cloud Policy Service, which allows the definition of rules and actions in 

response to events associated to cloud resources. 

 FIWARE Cloud Monitoring Service, which provides the ability to collect and distribute 

resource metrics associated with VMs or hosts. 

 

Figure 79. FIWARE cloud hosting architecture. Source: http://forge.fiware.org/ 

6.5.1.4 Big Data Analytics 
The Big Data Analytics GE is divided into two main functional blocks, namely, the batch 
processing block and the stream processing block.  

The batch processing block mainly provides on demand infrastructures supporting big data 
analysis software, such as Apache Hadoop40 clusters. In the FIWARE architecture, the data 
processing infrastructure is independent from the data storage service. 

The stream processing block provides a modular interface for real-time data processing 
using Apache Storm41.This block consists of three main elements: a graphic interface, the 
Apache Storm technology and the API for the communication between the first two 
elements. 

The Big Data GE functions can be complemented by additional blocks, such as the historic 
persistence of context data block, the short-term historic block and the querying API for time 

                                                

 
40

http://hadoop.apache.org/ 

 

41
http://storm.apache.org/ 

 

http://hadoop.apache.org/
http://storm.apache.org/
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series. The first two blocks provide different forms of data storage. The historic persistence 
block receives context data from the Context Broker and preserves it in HDFS, while the 
short-term historic querying block receives raw and aggregated time series information and 
stores it using NoSQL databases such as MongoDB42. 

6.5.2 Mapping to AIOTES 

6.5.2.1 Developers, deployment tools 
FIWARE architecture for development is based in the use of enabler, all of them provided 
with an independent open API that can be used for development: 

● GENERIC ENABLERS AS: Orion Context Broker, CKAN, CEP, Cygnus, IoT 

Agents or Kurento  

● FIWARE SDK Different Tools and libraries to make for FIWARE Developers 

● Authorization & Access Control to APIS. 

● Wirecloud is a web mashup platform aimed at empowering end users, without 

programming skills, to easily create fully-fledged application dashboards built up from 

widgets, operators and other pre-existing mashups.  

● User Experience (UX) to incorporate advanced features in your web-based user 

interface, such as Augmented Reality or 3D visualization. 

● FIWARE Cloud Infrastructure as a Service platform based on OpenStack 

● FIWARE Lab working instance of FIWARE available for experimentation.  

● FIWARE Ops collection of tools that eases the deployment, setup and operation of 

FIWARE instances by Platform Providers. 

● Webinars, Video Tutorials, Slideshare, Presentations and Technical Blogpost 

● FIWARE Academy where you can find training courses, lessons and many other 

contents regarding FIWARE technology. 

● FIWARE Data Models, it provides a repository of data models and you can create 

your own ones. 

 

6.5.2.2 Data analytics 
Cosmos, Big Data Analysis GE. Deploys the necessary means for batch and stream data 
analysis. 

The batch data analysis block provides the following tools: 

● Hadoop As A Service engine. 

● Cosmos GUI 

● Cosmos Auth, which manages authentication tokens for Cosmos REST APIs 

● Cosmos Proxy, which acts as a Policy Enforcement Point  for Cosmos REST APIs. 

● Cosmos Hive Auth Provider, which acts as an authentication provider for 

HiveServer2. 

● Cosmos Admin, which is a set of administration scripts for Cosmos. 

                                                

 
42

https://www.mongodb.com/ 

 

https://fiware.org/
https://www.mongodb.com/
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● Tidoop API, for running MapReduce jobs in a Hadoop environment. 

● Cosmos Ecosystem: Cygnus, which connects Orion with several data storages, and 

STH Comet, for MongoDB context data storage. 

The stream data analysis block provides the following tools: 

● Storm As A Service engine. 

● Sinfonier Backend, which allows to deploy Apache Storm Topologies defined using 

JSON into Apache Storm Cluster. 

● Sinfonier Frontend, which allows to define Apache Storm Topologies in a visual way. 

● Sinfonier Frontend API 

 

6.5.2.3 Complex Event Processing 
The Complex Event Processing (CEP) module analyses event data in real-time, generates 
immediate insight and enables instant response to changing conditions. Available GEs that 
implement CEPs for FIWARE: 

 

● GE Perseo (http://fiware-iot-stack.readthedocs.io/en/latest/cep/) based on Esper 

with a MongoDB datastore. Purpose is to analyse Entities data in Orion CB and 

trigger events like sending an SMS to the operations & support team, emailing the 

business decision maker or tweeting to let customers know something cool about the 

service. Repository (https://github.com/telefonicaid/perseo-fe) 

● GE Cepheus (https://fiware-cepheus.readthedocs.io/en/latest/): It is a light NGSI 

broker and a CEP at the gateway level integrated in the same GE. Also based in 

Esper implements features including filtering, aggregating and merging real-time data 

from different sources. Is used in the IoT-FIWARE Stack. Repository 

(https://github.com/Orange-OpenSource/fiware-cepheus) 

● GE Protón 

(https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/CEP_GE_-

_IBM_Proactive_Technology_Online_User_and_Programmer_Guide) Is based 

on IBM Proactive Technology Online. It provides language primitives for defining, 

submitting, and executing event processing networks. The goal of the system is to 

respond to raw events and identify meaningful events within contexts. Repository 

(https://github.com/ishkin/Proton) 

 

6.5.2.4 Privacy/Security 
The security architecture of FIWARE consists of three GEs that provide services to comply 
with security requirements such as authentication and authorization: 

● KeyRock Identity Management GE: provides identity and credentials management 

and authentication through a REST API for the management of user identities in 

multi-tenant cloud-based applications and services. 

● Wilma Policy Enforcer Point Proxy (PEP) GE: protects resources against 

unauthorized access. Wilma plays the role of Policy Enforcement Point in the form of 

a HTTP reverse-proxy in front of the protected REST services. 

http://fiware-iot-stack.readthedocs.io/en/latest/cep/
https://fiware-cepheus.readthedocs.io/en/latest/
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/CEP_GE_-_IBM_Proactive_Technology_Online_User_and_Programmer_Guide
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/CEP_GE_-_IBM_Proactive_Technology_Online_User_and_Programmer_Guide
https://github.com/ishkin/Proton
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● AuthZForce Authorization Policy Decision Point (PDP) GE: provides an API to 

manage authorization policies and enforce decisions based on them when requested 

by PEPs to authorize or deny access requests to services. 

 

6.5.2.5 Marketplace 
The FIWARE Catalogue contains a library of components (Generic Enablers) together with 
important information on how to get started with GEis, how to ask for help or where to find 
the source code. 

 

Developers have a showcase of FIWARE GE Implementations, Bundles, IOT-related 
devices and hardware and Tools that they can use to develop their own applications. All of 
this components are public, royalty-free and open source. 

 

The editors of GE implementations on the FIWARE Catalogue must register on the FIWARE 
Forge portal (https://forge.fiware.org) and then request access to the administrator of the 
Catalogue. The way to login into the Catalogue is going to http://catalogue.fiware.org. 

 

Also, inside the FIWARE Catalogue there is a GE, WMarket (https://catalogue.fiware.org/ 
enablers/marketplace-wmarket), that provides the functionality of a marketplace. It is used 
for bringing together offering and demand for making business. Functions include: basic 
services for registering business entities, publishing and retrieving offerings and demands, 
search and discover offerings according to specific consumer requirements etc. Also lateral 
functions like review, rating and recommendation are provided. 

 

6.5.2.6 Semantic Interoperability 
● FIWARE does not have a well-defined own semantics, but supports the use of 

semantic annotations, and it can partially adapt to other platforms’ semantics. It does 

not use a specific ontology, in particular, as it depends on how the user/developer 

has set specific semantic annotations for a particular application/case. Some 

initiatives have been taken for the achievement of semantics implementation and 

semantics interoperability in FIWARE.    

● Semantic Application Support GE provides an environment for implementing and 

deploy Semantic Web-Based applications. Includes a relational database and  OWL-

2RL Ontology support in the Data Layer and SAS Infrastructure and environment for 

Presentation Layer.  

● IoT Discovery GE provides a Sense2Web Linked-data platform with a semantic 

repository for IoT providers to register and manage semantic descriptions (in 

RDF/OWL) about their smart objects( Sensor/Actuator Devices, virtual computational 

elements or virtual representations of any Physical Entity). The semantic annotations 

can be inserted via CRUD. FIWARE and FIWARE-related semantics are capable to 

support virtual smart objects. 

It had been some initiatives to enable interoperability among FIWARE and other platforms, 
such as the Fiesta project that allowed semantic interoperability among OneM2M and 

https://forge.fiware.org/
http://catalogue.fiware.org/
https://catalogue.fiware.org/%20enablers/marketplace-wmarket
https://catalogue.fiware.org/%20enablers/marketplace-wmarket
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FIWARE platforms at the data level. http://fiesta-iot.eu/fiesta-achieves-semantic-
interoperability-between-fiware-and-onem2m 

6.5.3 Openness and maturity 

6.5.3.1 Existing open APIs 
The FI-WARE APIs: 

● They are RESTful web services. 

● Each HTTP request in a FI-WARE RESTful API may require the inclusion of specific 

authentication credentials 

● Resource representation is transmitted between client and server by using HTTP 1.1 

protocol. 

● They may support XML or JSON as representation format for request and response 

parameters. Each API specification indicates which of them is the default format. 

In the following page there are available the FIWARE Open Specifications: 

https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Summary_of_FIWARE_API_
Open_Specifications 

Here are available the common aspects in FI-WARE Open Restful API Specifications: 

https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Common_aspects_in_FI-
WARE_Open_Restful_API_Specifications 

Additionally, each GE should have its own API (normally REST) to access them. (e.g. 
http://fiware-orion.readthedocs.io/en/master/user/walkthrough_apiv2/index.html ) 

 

6.5.3.2 Maturity 
Following the European Commission definition of TRL, FIWARE should be in the TRL 9: 
actual system proven in operational environment (competitive manufacturing in the case of 
key enabling technologies). 

But depending of the SMEs (Small and medium-sized enterprises) projects they have 
different TRL as: 

● Connect Robotics: TRL 6 MVP (Minimum Viable Product) 

● SOUL-FI: TRL 5 (technology validated in relevant environment) 

 

6.5.3.3 Documentation 
FIWARE has tried to create extensive documentation for all the software components. 
FIWARE as a cluster of different Specific & Generic Enablers has developer-oriented global 
documentation regarding on how to develop Enablers and user-oriented FIWARE academy 
to instruct the users how to use the software components. 

FIWARE tried to enforce that every Enabler offers specific documentation for developers and 
users but did not take a consistent approach for that so, in the end, we can find different 
documentation sources that can lead to confusion. As an example to illustrate this fact, we 
show the Orion Context Broker as a sample:  

“The very least each enabler should have is the “Documentation” tab in the Enabler 
Catalogue, also, it could have an entry in the FIWARE wiki, as well as READMEs in Github, 

http://fiesta-iot.eu/fiesta-achieves-semantic-interoperability-between-fiware-and-onem2m
http://fiesta-iot.eu/fiesta-achieves-semantic-interoperability-between-fiware-and-onem2m
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Summary_of_FIWARE_API_Open_Specifications
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Summary_of_FIWARE_API_Open_Specifications
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Common_aspects_in_FI-WARE_Open_Restful_API_Specifications
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Common_aspects_in_FI-WARE_Open_Restful_API_Specifications
http://fiware-orion.readthedocs.io/en/master/user/walkthrough_apiv2/index.html
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Main_Page
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Main_Page
https://edu.fiware.org/
https://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker
https://catalogue.fiware.org/enablers/publishsubscribe-context-broker-orion-context-broker/documentation
https://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/Publish/Subscribe_Broker_-_Orion_Context_Broker_-_Quick_Start_for_Programmers
https://github.com/telefonicaid/fiware-orion
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a complete documentation specification in readthedocs.io and finally some tutorials in the 
FIWARE education hub.” 

 

6.5.3.4 Regulation 
FIWARE has standard terms & conditions and privacy policy, as well as a special “we are 
not responsible of the usage” regulation for FI-Lab. FIWARE also enforces every Enabler to 
follow a general regulation in addition to their specific regulation requirements. Of course, 
each piece of software should have its own license as well. 

Many FIWARE applications, such the ones in Smart cities FIWARE-based platforms, utilize 
open data and follow the EU open data regulation in Europe. 

Regarding privacy and sensitive data, the draft of the EU ePrivacy Regulation features a 
technology neutral approach applying to “any exchange of information using electronic 
communications services and public communications networks, including content and 
metadata” (e.g. location data and device fingerprints). It applies, among other scopes, to 
hotspot services and machine-to-machine (M2M) communications in IoT. 

 

6.6 Homard (OMA LwM2M) 
6.6.1 Platform Description 
The focus of Homard is to support: 

 Homard is focused on the new functions added to offer a scalable device 
management based on low power consumption, support of OMA LwM2M over 
Bluetooth Low Energy, over M2M, over SMS and other mediums that were not 
originally supported and considered such as LoRA and NB-IoT.  

 Homard provides the key capabilities for collaborative Business Process 
Management integration (logic design). Homard has developed a user interface to 
develop logic easily, build/deploy processes and integrate it with the different 
sensors / actuators / platforms. 

 Physical web for human machine interface. Homard has developed a 
complementary Mobile App solution for reception of notifications, intuitive interaction 
with the devices for its use and configuration. 

 Homard also enables the support for edge computing / fog computing capabilities 
with its capacity to delegate data storage (historical data storage from sensors), logic 
(local logic management to increase fault tolerance and reduce latency), and 
protocol interpretation (new protocols and semantics translation) to services that can 
be deployed in micro virtual machines at other edge entities such as gateways, base 
stations and any device with capacity to host a Container (virtual machine). In 
particular, HOP Ubiquitous is enabling with these capabilities to the gateway UbiBox 
and to private clouds (local deployed infrastructure) with a solution based on Open 
Stack.  

 Homard has certified interconnection with other platforms such as Microsoft Azure, 
Fujitsu RunMyProcess and also open source solutions such as FIWARE, OpenIoT 
and sensiNact. 

 Homard is evolving to orchestrate and support federated integrations between 
different data sources and data models such as oneM2M, OMA LwM2M (IPSO 
Alliance) and FIWARE NGSI. 

https://fiware-orion.readthedocs.io/en/develop/
https://edu.fiware.org/course/view.php?id=132
https://edu.fiware.org/course/view.php?id=132
http://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FIWARE_Catalogue_Terms_and_Conditions
http://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FIWARE_Privacy_Policy
http://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FIWARE_LAB_Terms_and_Conditions
http://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/GE_Terms_and_Conditions_tab_(FIWARE_Catalogue)
https://github.com/telefonicaid/fiware-orion/blob/master/LICENSE
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Figure 80. Homard platform dashboard. 

6.6.1.1 Platform Main Functions based on OMA LwM2M standard 
Homard provides a scalable Device Management component based on OMA LwM2M 
standard.  

OMA LwM2M is a protocol from the Open Mobile Alliance that has reduced the complexity of 
the consolidated OMA Devices Management standard, widely used since over 10 years in 
the market. 

The following diagram summarizes OMA LwM2M background, goals, functions and data 
models. 

 

Figure 81. OMA LwM2M protocol overview. 
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Homard provides the key functionalities for devices integration, commissioning, device 
configuration, logic definition and deployment (logic builder) and it is based on Open 
Standards that enable interoperability based on IPSO Alliance OMA Web Objects and the 
own OMA OMNA-defined objects, integration with oneM2M IoT Architecture. Homard 
supports transport standards such as CoAP and HTTP over IPv4, IPv6 and technologies 
such as Bluetooth Low Energy, M2M (cellular connectivity) and other emerging cellular 
mediums. 

The main operations are presented in the following diagram: 

 

Figure 82. OMA LwM2M protocol operations. 

In details, the operations offered are: 

 Device management and interoperability standards support: Homard offers aOMA 
LwM2M server to integrate any OMA LwM2M-based sensor and offer the 
functionalities for firmware upgrade, remote maintenance (e.g., remote reboot), 
semantic description of the network status, device status etc. The operations offered 
based on OMA LwM2M are: 

o Software Management: enabling the installation, removal of applications, and 
retrieval of the inventory of software components already installed on the 
device and the most relevant firmware upgrade over the air. 

o Diagnostics and Monitoring: enabling remote diagnostic and standardized 
object for the collection of the memory status, battery status, radio measures, 
QoS parameters, peripheral status and other relevant parameters for remote 
monitoring. 

o Connectivity and security: allowing the configuration of bearers (WiFi, 
Bluetooth, cellular connectivity), proxies, list of authorized servers for remote 
firmware upgrade and also all the relevant parameters for enabling secure 
communication. 

o Device Capabilities: allowing to the Management Authority to remotely enable 
and disable device peripherals like cameras, Bluetooth, USB, sensors 
(ultrasound, temperature, humidity, etc.) and other relevant peripherals from 
the nodes.  

o Lock and Wipe: allowing to remotely lock and/or wipe the device, for instance 
when the device is lost (relevant for devices in open ocean, air etc.), or when 
the devices are stolen or sold. It enables the remote erase of personal / 
enterprise data when they are compromised. 
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o Management Policy: allowing the deployment on the device of policies which 
the client (node, device, sensor) can execute and enforce independently 
under some specific conditions, i.e. if some events happen, then perform 
some operations. 

 Configuration service: As a natural extension of the device management, for new 
devices configured the platform offers the additional tasks required for its 
interconnection with other components and platforms. For example, integration with 
AMQP Exchange for a device that has to publish data, initialize a data storage 
service etc. 

 Business Processes Linker: Logic design integration with the collaborative Business 
Processes definition and integration, it offers the support the launching of processes 
based on sensors events, and also the interaction from processes with sensors and 
actuators. 

 Easy Logic Builder: Simple logic design for sequences of actions / conditions, such 
as IF-Then style, with the capacity for opening branches IF-THEN-ELSE. 

 

6.6.1.2 OMA LwM2M architecture 
The following Figure presents the mapping to OMA LwM2M of the different entities in the 
network. A mapping also with the classical approach defined by IETF (internet Engineering 
Task Force) is also presented. 

In details, OMA LwM2M presents a client-server relationship. OMA LwM2M Clients are 
allocated at the end-devices that are enabled with OMA LwM2M capabilities, OMA LwM2M 
Servers are the middleware component to maintain open the sessions (even through NATs 
and firewalls), maintain the devices, monitor the devices etc. Finally, OMA LwM2M Apps 
make us of the sensor resources through the OMA Web Objects (standardized data 
models). 

 

Figure 83. OMA LwM2M-based architecture. 

6.6.2 Mapping to AIOTES 
Mapping to AIOTES Homard is supporting AIOTES in: 
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6.6.2.1 Management 
Management vertical offers the capabilities from OMA LwM2M devices management 
protocol in order to offer remote maintenance in terms of firmware upgrade, networking 
statistics, integration of sensors, etc. 

6.6.2.2 Semantic interoperability 
Semantic interoperability interlayer  offering OMA LwM2M data models (OMA Web 
Objects) and also integrating FIWARE OMA NGSI data models. Strong cooperation with 
both standardization bodies through: 

 IPSO Alliance for OMA LwM2M Web Objects 

 ETSI CIM for OMA NGSI Context Information Management (FIWARE Data Models) 

6.6.2.3 Core platforms 
Core platforms integration and interoperability are: 

 FIWARE Orion Context Broker integration for OMA LwM2M 

 sensiNact devices integration   

 OpenIoT LSM data exchange (SSN-XG data models) 

Third party platforms interoperability 

 Fujitsu RunMyProcess via Composite APIs (CoAP) 

 Microsoft Azure IoT Suite via IoT EventHubs (OMA LwM2M) 

Smart Devices integration for outdoor environments / Smart Campus – Smart Cities 

- FIWARE IoT-ready devices 

o Environmental monitors 

o Air Quality Monitors 

o Smart Points of Interaction 

 

6.6.3 Openness and maturity 
Homard is releasing the OMA LwM2M devices management server and engine in Open 
Source with an Apache 2.0 License. 

In addition, Homard is contributing and interconnected with the Eclipse Leshan project, 
where the OMA LwM2M server and engine is maintained. http://www.eclipse.org/leshan/  

Finally, additional Open Source modules from Homard such as: 

- Historical Data Storage (Virtual Device Collector): Edge computing and cloud 
computing data storage over containers (scalable and elastic cloud infrastructure). 
This component offers the opportunity to storage data from the sensors over Open 
Source databases such as MongoDB, H2, Hadoop and Postgres. 

- Industrial Physical Web Manager: Web content manager for physical places over 
Apple iBeacon and Google Eddystone technology. This component allows to link 
physical places with virtual content.  

 

http://www.eclipse.org/leshan/


  

 

3.1  Report on IoT Platforms  I   2017-03-31   I   ACTIVAGE CONFIDENTIAL 119 

 

Homard is fully integrated with Open Source and proprietary platforms such as: 

- FIWARE via Orion Context Broker, in fact HOPU is maintaining the IoT Agent for the 
OMA LwM2M protocol. https://storage.googleapis.com/smartcity/FIWARE_IoT-
HOPUbiquitous-Manual-v1.0.pdf  

- Activiti Business Process Management, integration with https://www.activiti.org/ for 
processes management and interaction between physical sensors and digital 
processes (business management). 

- Fujitsu RunMyProcess BPM integration for business process management with 
over 2000 connectors to multiple cloud computing platforms (proprietary). 

- Microsoft Azure IoT Suite EventHub, integration with OMA LwM2M bridges. Open 
Source development from HOP Ubiquitous side to map OMA LwM2M over UDP to 
OMA LwM2M over TCP to interconnect with Fujitsu RunMyProcess infrastructure.  

 

Homard has been used in multiple commercial projects such as: 

- Glue and Blue for home automation and home insurances: 
http://www.glueandblue.com/  

o Fujitsu: https://www.youtube.com/watch?v=CuhzcVkOmX4&t=93s  

o Allianz: https://www.youtube.com/watch?v=URW557QWLhI&t=977s  

- Smart Cities market for remote devices management and integration of Smart Points 
of Interaction (Smart POIs): 

o Aarhus (Denmark): https://siidi.eu/#/Aarhus/City/1_place/place  

o Mexico: http://smartsdk.eu/news/smartpoi  

https://storage.googleapis.com/smartcity/FIWARE_IoT-HOPUbiquitous-Manual-v1.0.pdf
https://storage.googleapis.com/smartcity/FIWARE_IoT-HOPUbiquitous-Manual-v1.0.pdf
https://www.activiti.org/
http://www.glueandblue.com/
https://www.youtube.com/watch?v=CuhzcVkOmX4&t=93s
https://www.youtube.com/watch?v=URW557QWLhI&t=977s
https://siidi.eu/#/Aarhus/City/1_place/place
http://smartsdk.eu/news/smartpoi
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7 Reusable IoT platform assets 
7.1 Definition of reusable assets 
An asset is a collection of related artefacts that provides a solution to a problem. The 
objective of assets is their variability points. The asset-consumers may need to adjust some 
minor requirements (model extension and integration, IP addresses etc.), to adopt the asset 
into another network. The asset may also be relevant to one or more contexts. 

An asset may be fully articulated and include requirements and use cases, design models, 
component specifications, components, test cases, test drivers, and test data, or it may be 
just a set of use cases and their models and the rules for extending the use cases. The 
specifications of a successful asset are summarized in the following points: 

• Easy to use, customize, and apply to another context 

• Special features like tight cohesion, loose coupling, and sufficient capabilities 

• Easy to understand the purpose and intent 

• Easy to conduct fit analysis to determine the asset's match to a particular context 

To accomplish the above characteristics the asset should include a range of attributes 
beyond common like code and components. The asset should include artefacts that explain 
its goals, purpose, and motivations. To facilitate the use build files should be packaged with 
the asset in order to provide the proper aid in installing and evaluating the asset 

The RAS (Reusable Asset Specification) describes a consistent way to organize and 
package artefacts, thus providing an infrastructure in which to reuse them. There are four 
types of reusable assets and they are summarized in Figure 84. 

 

Figure 84. Types of reusable assets. 

Assets also vary based on the way that an Asset Consumer interacts with them. The main 
styles of reuse are: 
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 Grey box asset: an asset that is modified using parameters, such as a patterns 

 White box asset: an asset whose internals are modified by the asset consumer 

 Glass box asset: an asset that exposes internals for evaluation and browsing 
purposes 

 Black box asset: an asset that is not altered by the asset consumer; typically these 
are components or services 

An asset can constitute a reuse candidate when provide a solution to the problem. 
Additionally for the proper customization it must comply with the technical context of the IoT 
platform. Regarding the business objectives, the asset should meet the organizational 
structure in order to improve IoT usability. The principal on evaluating asset reusability is 
represented in Figure 85. 

 

Figure 85. Asset reusability principles. 

 
Table 8 summarizes the reusable assets of the five ACTIVAGE IoT platforms. The assets 
are categorized according to the types presented in Figure 84. Table 9 summarizes the 
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functionalities of the assets. Based on this analysis, the important assets for the ACTIVAGE 
platform will be identified and selected from the most suitable European platform. 
 

Table 8. Reusable assets of the ACTIVAGE IoT platforms divided by type. 

 universAAL 
IoT 

SOFIA2 OPENIOT SENSINACT FIWARE Homard 
(OMA 

LwM2M) 

Architecture The ontological 
model allows 
custom 
ontologies to be 
easily plugged-in. 

Ontological 
models 

 Ontologies, 
semantic data 
models and 
annotations for 
representing 
internet-
connected objects 

 Use of semantic 
open-linked data 
techniques. 

 APIs and wrappers 
as methods for 
accessing the data 
services 

 
Public and 
royalty-free API 
specifications 
and 
interoperable 
protocols for the 
creation of new 
internet services 
and 
applications. 

Public APIs and 
Open Source 
Engine for 
Device 
Management 
functionalities. 

Components The platform 
offers a 
middleware and 
a set of optional 
managers 
covering 
common use 
cases. 

Machine 
learning 
algorithms, 
flow 
visualizations, 
developer 
APIs 

 Linked Sensor 
Middleware (LSM). 
In the context of 
sensor data 
delivery chain in 
OpenIoT, LSM 
considers virtual 
sensors as input 
data sources 

 X GSN Use 

 Mobile Sensors 
Management 

 User Interfaces 

 Application 
Monitoring 

 Service Delivery 
and Utiity 
manager for 
Orchestrating 
services 

sensiNact 
Studio 

Multiple 
reusable tools 
and libraries 
(Generic 
Enablers), 
covering: 

 Data 
management 

 User interface 
design 

 Security 

 Interface to 
Networks and 
Devices (I2ND) 

 Analytics 

 Cloud services 

 Business 
Process 
Management 
Integration 

 Historical 
Data Storage 

 Devices 
Management 
(Firmware 
upgrade, 
etc.) 

 Logic Builder 

Web Service REST interface for 
remote access tot 
he middleware as 
well as an 
outgoing gateway 
for accessing 
external Web 
services 

REST 
interfaces 
allow the 
easy remote 
connection to 
the platform 
services. 

 REST interfaces 
allow the easy 
remote 
connection to the 
platform services. 

 LSM provides APIs 
for RDF data 
management 

 Support of 
annotated 
information. 

 

Various 
resources and 
services can be 
exposed for 
remote 
discovery and 
access, using 
various 
communication 
protocols. 

Restful Web 
APIs 

Restful Web 
APIs 
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Table 9. Reusable assets of the ACTIVAGE IoT platform, divided by functionality. 

Reusable asset universAAL Sofia2 OpenIoT SensiNact FIWARE Homard 

semantic 
interoperability 

service-oriented 
virtual 
communication 
protocols 

ontologies in 
JSON 
format 

support of 
W3C 
standards, 
support of XG-
SSN, the 
Semantic 
Sensor 
Network 
Ontology 

 
FIWARE Data 
Models 

Support for 
OMA LwM2M 
data models, 
FIWARE 
OMA NGSI 
data models, 
cooperation 
with IPSO 
Alliance and 
ETSI CIM 

security/privacy 

end-to-end 
security, shared 
encryption keys 
between nodes of 
the same group, 
symmetric keys 
between groups 

token-based 
authenticatio
n 

OpenIoT 
Control 
Access Server 
(CAS) 

 

Authorization 
and access 
control to 
APIs, 
KeyRock, 
Wilma, 
AuthZForce 

 

event 
processing   

LSM-Light 
Resource, 
scheduler 
management, 
data-streams 
management 

Cloud layer 
and  
Gateway level. 
Extension 
points allowing 
addition of 
new functions 
to the platform 

FIWARE 
Perseo, 
FIWARE 
Cepheus, 
FIWARE 
Proton 

collaborative 
Business 
Process 
Management 
integration 

cloud 
infrastructure   

VIRTUOSO 
data store 

Cloud layer 
FIWARE 
Cloud  

data analysis 
tools  

SPARK ML 
+H2O, 
machine 
learning 
algorithms 

  
FIWARE 
Cosmos  

visualization 
basic history 
visualization tool 

flow 
visualization     

user interfaces 
   

sensiNact 
Studio 

Wirecloud, 
User 
Experience 
(UX) 

human -
machine 
interface, 
logic design 
interfaces 

open API 
https://github.com/
universAAL/platfor
m/wiki 

developer 
API, 
http://sofia2.
com/desarro
llador_en.ht
ml 

OpenIoT APIs 
for accessing 
the available 
methods: 
https://github.c
om/OpenIotOr
g/openiot 

API for 
synchronous 
and 
asynchronous 
access to 
data/actions, 
devices, and 
historic data 

RESTful Web 
APIs 

Restful Web 
APIs 

developer tools 

dashboard, project 
templates, code 
generators, 
ontology 
modelling, 
integrated tests 

developer 
API for Java, 
JavaScript, 
Python, 
node.js, 
Android 

 
sensiNact 
Studio 

FIWARE SDK, 
FIWARE Lab, 
FIWARE Ops 

 

 

https://github.com/universAAL/platform/wiki
https://github.com/universAAL/platform/wiki
https://github.com/universAAL/platform/wiki
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8 Summary and Conclusions 
In this deliverable, a review of the current status in IoT platforms was performed. In the first 
sections, the characteristics of an IoT platform were detailed, covering IoT platform 
architecture and functionalities. The typical IoT platform architecture consists roughly of 8 
layers, ranging from the physical layer, i.e. the actual devices and sensors, their air interface 
and network connectivity protocols, to the application and collaboration layers, focusing on 
the provision of high-level services and the integration across different enterprises. IoT 
technologies are important for European competitiveness in the global IoT market 
landscape. 

In the second part of the deliverable, a review of the state-of-the-art IoT platforms was 
conducted. The presented platforms were categorized based on the architectural layers they 
cover. The currently available IoT platforms range from a small number of large and generic 
platforms, covering a wide spectrum of functionalities, from the device layer up to the 
application layer, such as Microsoft Azure and IBM Watson, to a large number of smaller 
platforms focusing either on device functionalities or applications and cloud services. Open-
source platforms are available that offer a significant amount of functionalities are can be 
competitive to proprietary solutions. For the purposes of the ACTIVAGE project, the 
following five open-source application-oriented IoT platforms were selected: 

 universAAL IoT 

 Sofia2 

 OpenIoT 

 sensiNact 

 FIWARE 

 Homard 

In the final part of the deliverable, the above five platforms were described in detail. For each 
platform, the main conceptual characteristics are presented, along with a description of the 
underlying data models and protocols that transform the data originating from the devices to 
meaningful information that can be used in the application logic. 

Based on this evaluation, the reusable assets from each open-source European platform 
were identified. The assets will be used during the implementation of the ACTIVAGE 
components of WP3-5, in order to synthesize the final ACTIVAGE platform. 
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